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2.0 Defense Security Cooperation Agency Security Assistance Call for Issues
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SUBJECT: (U) CALL FOR SECURITY ASSISTANCE ISSUES

REF A/DEFENSE PLANNING GUIDANCE FISCAL YEARS 2003-2007 AUGUST 2001(S)
REF B/QUADRENNIAL DEFENSE REVIEW REPORT DTD 30 SEP 01 (U)

1. REQUEST INPUTS FOR DRAFTING OF A SECURITY COOPERATION DEFENSE
GUIDANCE  (SCDPG) . (S CG7

2. THIS CALL FOR ISSUES STARTS THE FY 2003 SECURITY COOPERATION
PERFORMANCE BASED BUDGETING (PBB) CYCLE. INPUTS FROM THE FMS
COMMUNITY WILL HELP ENSURE THAT OUR RESOURCES ARE USED TO FULLY
SUPPORT SECDEF GUIDANCE IN THE AREA OF SECURITY COOPERATION, AS
DESCRIBED IN REFS A AND B.

3. IN NOVEMBER 2000 DSCA INITIATED A PBB INITIATIVE DESIGNED TO
IMPROVE THE CONNECTION BETWEEN GOALS AND RESQURCES. CONSISTENT WITH
PRINCIPLES STATED AT DSCAS 26/27 SEPTEMBER 2001 SECURITY COOPERATION
CONFERENCE, THE TERM SECURITY COOPERATION ENCGOMPASSES EMS AND RELATED
PROCESSES AND RESOURCES THAT CONTRIBUTE TO U.S. ENGAGEMENT WITH AND
SUPPORT FOR ALLIES AND FRIENDS. PBB, FOCUSING PRIMARILY ON FMS/FMF
ADMIN FUNDED ACTIVITIES, WILL PROVIDE STAKEHOLDERS WITHE A CLEARER
VIEW OF GOALS AND OBJECTIVES, AS WELL AS A PROCESS TO DEVELOP THEIR
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BUDGET SUBMISSIONS FOR THE COMING YEAR. THE PROCESS OF DRAFTING A
SCDPG AND REFINING STEPS IN THIS DEVELOPING PBB PROCESS WILL CONTINUE
OVER THE NEXT TWO YEARS.

4. WE ARE FOLLOWING AN AGGRESSIVE SCHEDULE TO HAVE THIS FIRST SCDPG
OUT AND AVAILABLE BY 1 JAN 02. NEXT YEAR WE WILL IMPROVE ON THIS
INITIAL PRODUCT AND FOLLOW A MORE LENGTHY AND DELIBERATE PROCESS. WE
SOLICIT INPUTS BY ADDRESSEES, NO LATER THAN 14 NOV 0l. FOLLOWING
QUESTIONS ARE PROVIDED TO STRUCTURE INPUTS. ADDITIONAL IDEAS, OR
RELATED REFERENCES ARE WELCOME.

A. - WHAT, IN YOUR OPINION, ARE THE FIVE MOST PRESSING ISSUES FOR
SECURITY COOPERATION, IN PRIORITY ORDER?

B. ~ HOW CAN THE ELEMENTS OF SECURITY COOPERATION BETTER SUPPORT THE
RECENT DPG, REF A, AND REGIONAL CINC OBJECTIVES/TEP?

10/22/01 1:59 PM




[image: image2.png]C. - HOW DO WE DEFINE AND ACHIEVE NEEDED COALITION CAPABILITIES,
PARTICULARLY IN AREAS OF COUNTER TERRORISM; OF C4I?

D. - WHAT ARE THE CHALLENGES TO SUPPORTING BOTH FMS AND DCS?

E. - WHAT IS NEEDED TO IMPROVE FMS/INTERNATIONAL PARTICIPATION IN
U.S. ACQUISITION PROGRAMS? WHAT PROGRAMS?

F. - WHAT NEW MAJOR ACQUISITIONS VIA FMS ARE ANTICIPATED FOR FY
03-047? SAME FOR MAJOR SUSTAINMENT EFFORTS.
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G. - WHAT SPECIFIC STEPS TOWARD PROCESS IMPROVEMENT OFFER THE MOST
PAYQFFE?

H. - WHAT DO YOU SEE AS THE PRIORITIES FOR OTHER SECURITY COOPERATION
PROGRAMS, SUCH AS IMET, GRANT EDA, DRAWDOWNS, ETC.

5. ISSUING OF THE SCDPG IN JAN 02 WILL BE ACCOMPANIED BY BUDGETARY
GUIDANCE AND ALLOW THE MILITARY DEPARTMENTS AND OTHER CLAIMANTS TO
PREPARE THEIR PERFORMANCE PLANS AND BUDGET SUBMISSIONS, TO BE
PRESENTED AT THE SECURITY COOPERATION PLANNING CONFERENCE IN APRIL

2002.
6. ADDITIONAL INFORMATION ON THE PBB PROCESS CAN BE FOUND ‘AT THE DSCA

WEB SITE HTTP://WWW.PBB.DSCA.OSD.MIL/, POC FOR THIS ACTION IS MR.
THOMAS KEITHLY, COMMERCIAL (703) 932-7101, OR UNCLAS EMAIL
THOMAS.KEITHLY@OSD. PENTAGON.MIL.
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3.0 What, in your opinion, are the five most pressing issues for security cooperation, in priority order?

3.1 Development of Marketing Guiding Principles

· The current Department of Defense (DoD) marketing policy does not reflect the realities of marketing activities today.  The restructure of the US Defense Industry over the last decade has resulted in the consolidation of most major systems into a single source.  Further, foreign defense industry has become major competitors for Foreign Military Sales (FMS) sales and in most situations enjoys quasi-governmental support.  The SA community requires new policy advocating the partnering of the security assistance community and industry into a US team.  The marketing team will develop strategies for targeting foreign countries in coordination with Commander in Chiefs (CINCs) for FMS and Direct Commercial Sales (DCS).  The strategy should directly support the CINCs Theater Engagement Plan and US National Strategic Planning.

3.2 Streamlined Export Control System

· Companies must still wait months to even discuss possible projects, because the US export controls system, a dinosaur of the Cold War, is slow and unresponsive. In today's business world, deals can be made and lost in the time it takes Department of State (DOS) and DoD to review a license request.

3.3 Joint Strike Fighter FMS Strategy

· The United States Government (USG) security cooperation community must configure itself to ensure the Joint Strike Fighter (JSF) becomes the “weapon system of choice” in the international community (achieving production and international sales similar to the F-16).  While the JSF Joint Program Office (JPO) has developed an FMS Engineering and Manufacturing Development (EMD) strategy, there is still a requirement to outline service FMS roles/responsibilities for this “joint” Air Force/Navy aircraft.  DSCA should coordinate/develop guidance that outlines service FMS roles/resources--ensuring the JSF delivers on its potential to achieve national security access/influence/interoperability goals.

3.4 Security Assistance Goals/Objectives

· Based on the key assumption that DSCA and the Military Department (MILDEP) security cooperation goals/objectives should be subordinate to National Security Policy and Unified Command goals/objectives, DSCA should lead an effort to formally engage applicable security assistance interested players (e.g. OSD, JCS, and Unified Commands) in further defining/refining security assistance goals/objectives.  The end-state should be more specific regional/country objectives (in CINC Theater Engagement Plans) versus general security assistance engagement goals.  More specifically, Unified Command goals/objectives will translate into more effective tailoring of security cooperation community resources to achieve national security and warfighter priorities.  The FMS program/budget will be more defendable if there is a clearer audit trail to national security and Unified Command objectives.

3.5 Workforce Initiatives

· The competence and effectiveness of the USG security cooperation community workforce remains essential to the execution of efficient FMS.  Shaping and training the current/future personnel resources to ensure a highly professional FMS/security assistance workforce (especially despite the aging/retiring workforce) will continue to be a priority for the security cooperation community.

4.0 How can the elements of security cooperation better support the recent DPG and regional CINC objectives/TEP?

4.1 Security Assistance Guidance

· DSCA should articulate in the Security Cooperation Defense Planning Guidance (SCDPG) how DSCA and MILDEPs link/subordinate security assistance plans/goals to the Defense Planning Guidance (DPG) and Unified Command plans/objectives.  Presumably, DSCA guidance would clearly outline a security assistance planning hierarchy that places Unified Command area of responsibility (AOR) goals and objectives at the top of the security assistance planning pyramid.  DSCA should follow up its clearly articulated guidance/philosophy with an effort to more fully engage the Unified Commands in security assistance planning.  This engagement initiative should advertise (via DSCA initiated correspondence/conferences/meetings) that the security cooperation community would welcome more specific security assistance goals.  Moreover, the security cooperation community desires to assist Unified Commands in developing/coordinating more specific regional/country oriented security assistance objectives--that the MILDEPs would then focus their allocated resources on achieving.

5.0 How do we define and achieve needed coalition capabilities, particularly in areas of counter terrorism; of C4I?

5.1 Defining Coalition Capabilities

· Unified Commands should take the lead/initiative in defining needed coalition capabilities in their AORs.   Working through/with their service components as well as the MILDEPs, the Unified Commands could develop metrics to measure success in achieving coalition capabilities across-the-board--to include counter-terrorism and Command, Control, Communications, Computers, and Intelligence (C4I).  Based on the metrics/priorities set by Unified Commands, the security cooperation community would align and focus its resources to achieve success.  The following actions should also be considered:

· Unified Command sponsored conferences that bring together all of the current and potential coalition partners - military, intelligence, and counter-terrorism agency “experts” - with the intent of an information/procedure-sharing meeting(s) on how they fight terrorism, what works, what does not, and what C4I aspects are required to do the job.

· Development of a regional or international school on counter-terrorism that has “buy-in” from the applicable regional/international community.

· Joint Staff leadership to define appropriate C4I requirements--based on Unified Command inputs.

6.0 What are the challenges to supporting both FMS and DCS?

6.1 Foreign Military Sales / Direct Commercial Sales Strategy

· Further defining/refining a coherent FMS/DCS partnering strategy to leverage a USG competitive position in international arms sales must continue to be a USG security cooperation priority.  Clarifying roles/responsibilities/processes is essential to “same page” FMS/DCS efforts to achieve national security goals.  This includes optimizing a single USG face (with multiple acquisition options) to the international customer.  “Team International” is an excellent start, but DSCA should further define/refine an overarching FMS/DCS partnering “doctrine” as well as specific rules of engagement that further outline how the FMS/DCS community will overcome specific implementation challenges (e.g., FMS support for DCS initiatives, level playing field for multiple DCS players, customer desire for FMS/DCS cost comparisons, loss of FMS revenue due to increased DCS).  In addition, these areas of FMS/DCS concern deserve focus:

· Under the new teaming concept (i.e., Team International), international customers will understandably request side-by-side FMS/DCS pricing options—there is currently no rule of engagement (ROE) to address this logical request (default is to “commercial preference”).

· USG must overcome “oversight” challenge of high-tech capabilities sold via DCS (i.e., USG must effectively process export licenses while also ensuring “nuts and bolts” issues/provisos are addressed both before and after a DCS).

· USG/DoD “overseas” support for DCS initiatives continues to be an area of need.

· Continuing to define items/technologies that must be sold FMS (vs DCS).

7.0 What is needed to improve FMS/international participation in US acquisition programs? What programs?

7.1 Change in DOD Policy

· A change in DoD policy which would require acquisition program directors to consider foreign participation in research and development activities much earlier than pre-Milestone B.

· Currently, DoD Instruction 5000.2, Operation of the Defense Acquisition System (Issued 23 Oct 00, Change 1 effective 4 Jan 01), paragraph 4.7.3.1.3. states, "The use of Allied systems and equipment is a preferred source of meeting user requirements. DoD places great weight on interoperability of equipment with Allied governments and coalition partners and on Allied participation in DoD acquisition programs through cooperative development and production and through sales of U.S. equipment. Accordingly, potential foreign participation shall be considered as part of the acquisition strategy approved for Milestone B, to be reviewed at each subsequent major decision point."

· At Milestone B, the Operational Requirements Document (ORD) is approved, and the program is fully funded. A program director may choose to ignore international cooperation opportunities prior to Milestone B, forging a program with a fixed set of requirements and full funding, with little opportunity to address secondary or foreign requirements and no incentive to devise a program requiring foreign participation and funding.

· Instead, the DoD policy should encourage program directors to seek cooperative opportunities during the Concept Exploration and Component Advanced Development work efforts. This is when there is still enough flexibility in the program to consider addressing secondary or foreign requirements and an opportunity to devise a program including foreign participation and funding.

7.2 Defense Capabilities Initiative

· Efforts to realize the promises inherent in the Defense Capabilities Initiative (DCI), Defense Trade Security Initiative (DTSI) and other international acquisition streamlining efforts should be redoubled. International Trade Arms Regulations (ITAR) reform, coupled with recurring Military Critical Technologies List (MTCL) revision must be done to protect essential US technologies, while formally acknowledging that coalition warfare is not possible if the technology gulf between the US and other nations is too wide.

7.3 Increased Financial Transparency for FMS Customers

· We know this continues to be worked by DSCA, but we routinely get beat up on this issue.   The complaints are legitimate. Our Congress and our taxpayers would never allow us to commit large amounts of money on programs that had as little financial insight as our customers have in their FMS cases.

7.4 Disclosure Description Lists and Policy

· Earlier formulation of Disclosure Description Lists (DDLs) and release policy on new systems/items so the US Air Force can talk to potential customers earlier in the acquisition process with better potential benefits for both sides.

8.0 What new major acquisitions via FMS are anticipated for FY03-04? Same for major sustainment efforts?

Please refer to previous DSCA P3 taskings for sales projections (also addressing FY03/04) -- as coordinated with DSCA POC for DSCA’s “Call For Security Cooperation Issues.”

9.0 What specific steps toward process improvement offer the most payoff?

9.1 Continuous Improvement

· Delivering on reinvention initiatives (as presented at Sep 01 DSCA Security Cooperation Conference) as well as selecting the most productive areas for further security assistance process improvement must be considered a security cooperation priority.  International customers must continue to sense/see that substantial customer-oriented changes are taking place in the USG security cooperation community.   The security cooperation community should continue to pulse international stakeholders for their process improvement concerns, then take appropriate actions to change/modify improve processes.

9.2 Automation

· There should be continued and expanded use of web-based technology by DSCA to post and link important security cooperation program information across the DoD security cooperation community.

9.3 Information Management

· The security cooperation community needs to put more information in the hands of FMS customers quicker and with the capability of manipulating the data themselves to extract needed management reports, data analysis, etc.  This capability can be more responsive to customer needs while relieving dwindling security cooperation personnel from the need to respond to routine customer inquiries.

9.4 Performance Measures

· Meaningful performance metrics need to be implemented that adequately assess the effectiveness and efficiency of critical security cooperation processes.  These measures must be flexible enough to cascade down through the DoD security cooperation support infrastructure so each descending organizational level can see how they contribute to the overall mission.  As performance measures are developed, care should be taken to ensure they will drive desired behavior.  Metrics should be easily tracked via mechanized systems.  While standardization may be desirable, it may not be practical in all cases due to the variances in business processes between the various MILDEPs.

9.5 Space Based Technology

· Aggressively develop a plan to incorporate space technology, assets, and training into the security assistance arena.  Evaluate the impact of increased DCS activity caused by the proliferation of dual use space-based technology and the resulting high level of defense contractor service/involvement within the US space program.

10.0 What do you see as the priorities for other security cooperation programs, such as IMET, Grant EDA, draw-downs, etc.?

10.1 Program Availability

· Continued focus on effectively “spreading the wealth” to ensure the leadership and operational capabilities of US allies are supported/upgraded to the maximum extent possible.  The USG will continue to need to use IMET, Grant, EDA and drawdowns to increase its access/influence with its less affluent potential coalition partners (especially as part of an overall counter-terrorism/drug effort).   The priority is to make these programs available to as many allies as possible--while ensuring proper prioritization of the available security cooperation resources to support these programs.
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