DEPARTMENT OF THE AIR FORCE
WASHINGTON, DC

OFFICE OF THE UNDER SECRETARY

22 Jan 2004

MEMORANDUM FOR (SEE DISTRIBUTION LIST)

FROM: SAF/IAPX
1080 Air Force Pentagon
Washington, DC 20330-1080

SUBJECT: Procedures onRecovery of Classified or Controlled Items That Are Erroneously
Shipped ( GAO Audit 03-664, “ Foreign Military Sales: Improved Air Force
Controls Could Prevent Unauthorized Shipments of Classified and Controlled
Spoare Partsto Foreign Countries’ , July 2003) (IAPX 04-001)

The General Accounting Office (GAO) examined whether Air Force has adequate controls
in place to prevent ineligible countries from requisitioning and receiving classified and
controlled items. The GAO findings identified several weaknesses that required fixes that we are
aggressively pursuing with the implementation of corrective measures. One of those weaknesses
was alack of procedural guidance on the recovery of classified or controlled items that are
erroneoudly released and shipped to an unauthorized customer. Although unauthorized shipments
happen infrequently, this memorandum establishes procedural guidance on what to do when such
shipments do occur.

The following steps will be followed when an erroneous shipment occurs.

a. The country director/command country manager will immediately notify the
appropriate SAF/IAR Regional Division Chief and AFSAC/IA when an erroneous
shipment occurs.

b. The country director/command country manager will immediately notify the
appropriate SAO to advise the foreign customer to return the item. The country
director/command country manager will also contact and provide AFSAC/COSD detail
information regarding the misdirected shipment to include location, requisition details,
carrier information, and the SAO point of contact.

c. AFSAC/COSD will establish a misdirected file from the data provided and
immediately contact the supply source via telecom/electronically to obtain disposition
instructions. Upon receipt of the disposition, AFSAC/COSD will promptly notify the
appropriate SAO to advise the customer to return the item. The item will be returned
through the SDR process and funds, if applicable, will be credited back to the country’s



account. Return transportation costs incurred by the country receiving the misdirected
shipment will be placed in the country’s holding account.

d. If for some reason the country does not respond, as a last resort, SAF/IA will
request DSCA, in coordination with the Department of State, suspend the country’sFMS
program.

The above process will be incorporated in AFMAN 16-101, Section 13. Recovery of
Classified or Controlled Items.

With the establishment of corrective measures in the Security Assistance Management
Information System (SAMIS) future occurrences can be prevented. These modifications will
trigger a more thorough review of items as requested by foreign countries. Requirements have
also been developed in the Case Execution Management Information System (CEMIS) for
requisitions validation edits that will reject unauthorized orders from further processing, thus
precluding these types of occurrence in the future. CEMIS is anticipated to be ready for initial
deployment in FY 07-08 timeframe.

The corrective measures implemented now will help us to deter and prevent unauthorized
rel eases/shipments from occurring. It isthe responsibility of each person on the front end to
ensure requisitions submitted by the foreign customers have applicability to the major weapon
system components identified in the Letter of Offer and Acceptance. We must continue to
strengthen our internal controls to ensure unauthorized shipments do not occur.

SAF/IAPX POC is Sheilah Boyd, SAF/IAPX, DSN 425-8366, email:
sheillah.boyd@pentagon.af.mil.

/ISigned//

TERRY BATES

Chief, Security Assistance Policy Division
Dep Under Secretary, Int'l Affairs
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AFSAT/CC
315 J Street West
Randolph AFB TX 78150-4354

Email: thomas.moe@randolph.af.mil
Afsat/cc@randol ph.af.mil

HQ AFSAC/IA

4225 Logidics Ave
WPAFB, OH 45433-5006
Emall: afsac.cox@wpafb.af.mil

DFAS-DE/IFAY/DE
6760 East Irvington Place
Denver CO 80279-5000

HQ AMC/FMP
402 Scott Drive, Unit 1K1
Scott AFB IL 62225-5311

HQ AMC/XPRI

402 Scott Drive, Unit 1A3

Scott AFB 1l 62225-5311

Emall: michad .wilmore@scott.af.mil

ANGRC/FMBO
1411 Jefferson Davis Hwy
Arlington, VA 22202-3231

HQ ACC/DOTS

205 Dodd Blvd, Suite 101
Langley AFB VA 23665-2789
Email: acc.dots@langley.af.mil

HQ PACAF/XPZP

Security Assstance Office (SAO)
25 E Street, Suite F207

Hickam AFB HI 96853-5417
Emdil: pacaf.xpzp@hickam.af.mil

HQ USAFE/LGXI
Unit 3050, Box 105
APO AE 09094-0105
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Emall: usafelg@ramstein.af.mil

ANG/XPP

1411 Jefferson Davis Hwy
Arlington, VA 22202-3231
Emal: ross@ngb.ang.af.mil

HQ AFSPC/XPIP

150 Vandenberg St, Suite 1105
Peterson AFB CO 80914-4620
Emall: thomas.dickinson@peterson.af.mil
Emall: john.tucker @peterson.af.mil

HQ CPSG ESC/DIWP

230 Hdll Blvd, Suite 202

San Antonio, TX 78243-7057
Emal: henry.morales@lackland.af.mil

SAFFMBIS
Pentagon, Room 4D223
SAFFMBIS.workflow@pentagon.af.mil

SAF/GCI
Pentagon, Room 4C941
SAFGCI .workflow@pentagon.af.mil

SAFIAPA
SAF/IAPA workflow@pentagon.af.mil

SAF/IAPD
SAFIAPD .workflow@pentagon.af.mil

SAFHIARE
SAF/IARE.workflow@pentagon.af.mil

SAFIARL
SAHIARL .workflow@pentagon.af.mil

SAFIARM
SAFIARM workflow@pentagon.af.mil
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SAFHIARP
SAFIARM workflow@pentagon.af.mil

SAF/IAPQ
SAFIAPQ.workflow@pentagon.af.mil

CC:

DISAM/DM

AreaB, Bldg 52

2745 K Street

WPAFB OH 45433-7641
Emal: ed.smith@disam.dscamil

SAFIARS
SAF/IARS.workflow@pentagon.af.mil

SAFIARW
SAHIARW.workflow@pentagon.af . mil

Pease review this didribution list to ensure organizationd names, mailing and email address are current.
If your office no longer requires information concerning security assistance policies and procedures,
please contact Sandy Harding, SAF/IAPX, email: sandy.harding@pentagon.af.mil to update your

information.
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