July, 2003                                                  Frequently Asked Questions – Foreign Disclosure as it Relates to Contracting

Acronyms: 

CBD:  Commerce Business Daily – CURRENTLY known as FEDBIZOPS

CCL:  Commerce Control List

CDRL:  Contract Data Requirements List

CO:  Contracting Officer

CRADA:  Cooperative Research and Development Agreement 

DLIS:  Defense Logistics Information Service, formerly, DLSC, Defense Logistic Services Center

DTIC:  Defense Technical Information Center

FAR:  Federal Acquisition Regulation

FDO:  Foreign Disclosure Officer

FN:  Foreign national

ITAR:  International Traffic In Arms Regulation

LAA:  Limited Access Authorization

MCTL:  Militarily Critical Technologies List

PM:  Program Manager

PO:  Project Officer

PRA:  Permanent Resident Alien

RFP:  Request for Proposal
SBIR:  Small Business Innovation Research

1. Who is the FDO and when should you consult that individual?  Who provides FDO support?

The AFMC designated FDO at Kirtland AFB, NM is Linda Stillman, AFRL/DEOS, 6-6724.  The FDO should be consulted to obtain instructions and advice when a foreign national is involved at any point in the contracting process.  Seek guidance immediately upon learning of a foreign disclosure issue.   The FDO supports AFRL (VS and DE), SA-ALC/NWIA, OAS, and the 377th ABW, which constitutes the AFMC units on Kirtland AFB.  (PLACE YOUR SPECIFIC INFO HERE)

2. What is the definition of a FN?

A FN is anyone who is visiting the U.S. on a visa on a temporary basis, but finite period of time, and intends to return to his/her country of origin.  

3. What is the definition of a permanent resident alien (PRA)?

A permanent resident alien is an individual who has applied and received approval to become a naturalized U.S. citizen.  They are issued an Alien Registration number and a pink, or other color card (formerly referred to as a green card).   The waiting period to become naturalized is usually five years.   Permanent resident aliens are also known as immigrant aliens.   Permanent resident aliens may have access to unclassified/limited and export controlled information.  They do NOT have a security clearance.  On rare occasions, a permanent resident alien may receive a limited access authorization (LAA) that permits their receiving classified information in a selected area for a specific purpose and limited time frame.

4. When is a foreign disclosure review conducted and by whom?  What is the role of the Contracting Officer or Buyer?

The FDO and the PO as a team conduct a foreign disclosure review using AFMC Form 191.  A review is conducted when a foreign owned or controlled firm expresses interest in submitting a proposal for a contract. The firm will contact either the CO or the PO to acknowledge their interest.  The CO or buyer is instrumental in advising the PO of the requirement to obtain a foreign disclosure review.  This review determines whether a foreign owned/controlled firm may participate at the prime contractor level.  The FDO prepares a letter and an AFMC Form 191 for the CO, with a copy to the PO following the review advising of the decision reached whether or not a foreign owned firm may become the possible prime contractor.  

5. Can a U.S. prime contractor hire a foreign-owned subcontractor and under what circumstances?

A U.S. prime contractor may hire a foreign owned sub-contractor if the prime can successfully obtain an export license.  A license is normally required unless the information is in the public domain. An export review should be conducted by the prime to ensure they are in compliance with all export control laws.  The Department of State and the Department of Commerce are available to assist in this determination.

6. When does a statement requiring that a contractor be certified for receipt of militarily critical technology or export-controlled data need to be placed in the FEDBIZOPS announcement?

The statement requiring that contractors be certified must be placed in the FEDBIZOPS announcement of all DoD contracts that will require access to or generation of unclassified/limited distribution or unclassified/export-controlled data. 

7. When and how are contractors advised that performance under a contract requires the company to have a U.S. SECRET or TOP SECRET facility clearance? 

When a DoD contract to be awarded requires access to or generation of classified data, first advise offerors of this requirement by placing a statement in the FEDBIZOPS announcement issued and then place a statement to this effect in the RFP.  

8. When does the contractor need to get an export license and how do they apply for one?

The prime contractor must obtain an export license before it provides access to unclassified/distribution limited, classified or export-controlled data under a DoD contract to a FN or provides (export) technology or data to a foreign government or its contractors.  If a subcontractor will be providing work to a FN or exporting technology or data to a foreign government or its contractors, the prime obtains the export license from the Department of State or Department of Commerce.  If the prime subs to a foreign owned subcontractor, an export license must be obtained by the prime.  In all cases, the export license should be obtained before a contractor hires a FN as a new employee. The prime is responsible for protecting USAF technical/military information and obtains the export license if one is required.

9. When does SAF review proposed export licenses?

The Department of State requests that SAF/IAPDC review proposed export licenses when an AF contract is involved prior to Department of State or Commerce final approval or denial of a license.

10. What is the procedure for determining if a U.S. prime contractor may hire a FN to work on an AF contract?

The Export-Controlled Data Restrictions clause requires that a contractor submit a letter to the CO requesting approval to hire a FN to work on its contract.  The CO sends the request to the PO and asks for a written technical review of information the individual would have access to while working on the contract.  In addition, the FDO requires the PO to advise if the DOD would benefit from the FN’s contributions and whether information to which the FN will have access is considered to be export-controlled or unclassified/distribution limited.  The PO provides this information in writing to the FDO.  The FDO then provides a foreign disclosure opinion to the CO.  Based on the FDO and PO’s input, the CO makes a final decision and advises the contractor in writing.

11. Why is marking information on the CDRL, DD Form 1423, important in regard to FN access?  

The DD Form 1423 instructions require that the contractor mark technical data in accordance with the Contract Data Requirements List (CDRL).  The marking advises those who have access to the data of the distribution permitted, thereby assisting in protection of the data.  Typically, the markings are applied to reports.  The reports are generally marked unclassified/limited distribution, but may also be marked as export-controlled if so determined.  The distribution markings limit the audience who may receive the reports via secondary distribution.   The Defense Technical Information Center (DTIC) uses the markings on the final report it receives to determine who may obtain a copy of the report.  If the data are marked as subject to export control, an export license must be obtained prior to the information being given to a FN.  If an official request is received from an embassy, the distribution markings are used by the FDO to determine if the foreign government may obtain a copy of the data.

12.  Where would a CO or buyer seek guidance on STINFO and export controlled information?

The local Scientific and Technical Information Officer (STINFO) is Ms Jan Mosher,  (505) 846-1328.  She can assist project officers in determining how to mark technical data.  The FDO also may assist, and both have information on export control.  (PLACE YOUR LOCAL INFO HERE)

13.  Where would a CO or buyer seek guidance on the MCTL?

The MCTL can be found on the Internet, at http://www.dtic.mil/mctl  It is quite lengthy and can be difficult to read.  It has been updated on line several times.  “Hard” copies can usually be located in the STINFO, FDO, Public Affairs and DTIC regional offices, but the hard copies will not be up to date.  The MCTL is ONLY used as a guide in making release decisions and is one of the steps in determining if a specific technology area is export-controlled.  It is never used as the sole reason for making any foreign disclosure decisions.

14.  Where would a CO, buyer or PO seek information about the ITAR?

The International Traffic in Arms Regulation (ITAR) is a Department of State document.  It 

is used, in part, to determine if data or equipment is considered to be export-controlled.  The STINFO and FDO have a copy of it.  The ITAR is also on the Office of Defense Trade Controls Web site – http://www.pmdtc.org/
15.  Where would a CO, buyer or PO seek information about the Commerce Control List (CCL)?


        The CCL is part of the Export Administration Regulations and can be found on the Internet at 

        http://www.access.gpo.gov/bxa  The CCL contains information on dual-use technologies that are

        considered to be export-controlled by the Department of Commerce.

16.  Does the process discussed in the Export-Controlled Data Restrictions clause apply to a Permanent Resident Alien (PRA)?

No.  A PRA is allowed access to unclassified/limited and export-controlled data.  If a contractor submits a letter requesting approval to hire a PRA on an unclassified/limited distribution contract, the CO can advise that the clause applies only to FNs and not PRAs.  Also, the CO should advise the contractor to inform the PRA of the requirements to work for a certified contractor, and the possible fines and imprisonment if U. S. Government information or data are provided to an unauthorized person or government.
17.  What office assists contractors in obtaining DoD technical documents?

DTIC can assist contractors in obtaining technical documents from its headquarters in Ft Belvoir, VA or from one of the regional offices.

18.  What is the Defense Logistics Information Service (DLIS)?  What does the DD Form 2345, Militarily Critical Technical Data Agreement, tell you?  How long is it valid?

DLIS, formerly DLSC, is the DLA organization located in Battlecreek MI to which contractors submit DD Forms 2345. 

The DD Form 2345 requires contractors to provide information relative to its business and to certify compliance with applicable U.S. export control law and regulations.  Approval by DLIS enables U.S. and Canadian contractors to receive U.S. Government information that is unclassified/limited distribution and/or export-controlled.  Also, DLIS requires submission of the company’s Incorporation Certificate or state license with the DD Form 2345.  The contractor should submit a copy of the DLIS approved DD Form 2345 when it wishes to obtain Government information/data.  For example, the RFP would require that offerors submit a DD Form 2345 with its proposal if the contract will result in generation of unclassified/distribution limited or export control data.

The contractor must be recertified every 5 years.

19. Is the Export-Controlled Data Restrictions clause used in Small Business Innovative Research (SBIR)

       contracts?

Yes.  The SBIR program requires the prime to be a U.S. owned business. The same requirements exist for contractors receiving awards under the SBIR program as for other DoD contractors relative to foreign disclosure matters such as procedures for obtaining export licenses and obtaining written approval before permitting a FN access to other than public domain information.

20.  What is an international agreement and how does it effect foreign participation in a contract?

An international agreement is a document that has been signed at high levels of government between the U.S. and one or more foreign governments.  This document outlines the areas of cooperation or collaboration in specific technical areas.  There are approximately 400 such agreements with U.S. allies and the AF.  Knowledge of these agreements assists in making a decision concerning the participation of foreign owned firms in the contracting process.  For example, classified information in selected areas can be shared when there is a signed agreement.  The FDO has authority to release classified data to foreign governments when an international agreement is in place.

21.  What role does the USAF play when it comes to sub-contracting with a foreign-owned firm?

Very little!  The Contracting Officer needs to stress to prime contractors its responsibility to protect U.S. Government information.  For example, the prime is responsible for obtaining an export license prior to subcontracting with a foreign owned firm or providing FN access to unclassified/distribution limited or export control data.  The CO does NOT need to be involved in the process of obtaining export licenses.  It IS important the CO understand the process to assist new DOD contractors with limited experience in the foreign disclosure process, and in obtaining an export license.

22.  Do foreign disclosure procedures apply to simplified purchases?
Yes.  Foreign disclosure procedures apply to simplified purchases that entail work where FNs would generate or be provided access to unclassified/limited distribution or export controlled data.  For example, a purchase order to a university that involves services provided by a FN would require a foreign disclosure review. 
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