DEPARTMENT OF THE AIR FORCE
WASHINGTON DC

OFFICE OF THE UNDER SECRETARY
20 November 2000

MEMORANDUM FOR SEE DISTRIBUTION

FROM: SAF/IAPD
1010 Air Force Pentagon
Washington DC 20330-1010

SUBJECT: Foreign Disclosure Advisory 44 - USAF Policy Regarding Outsourcing of National
Disclosure Policy Functions

This advisory serves two purposes. First, it documents the USAF policy regarding use of
support contractors to perform activities related to the National Disclosure Policy. This policy
will be incorporated into the revision of AFI 16-201. Second, it tasks organizations to verify
their contractor support is consistent with the guidance contained in this advisory.

The Chairman, National Disclosure Policy Committee (NDPC) disseminated guidance on
30 Oct 00 regarding the use of support contractors in the disclosure decision making process.
See attached. The purpose of this guidance is to ensure that releases of U.S. classified and
controlled unclassified military information are made by DoD employees who are designated
disclosure authorities consistent with DoD 5230.11. A disclosure decision results in, among
other things, a decision regarding U.S. foreign policy and national security toward a foreign
nation or international organization, the recipient’s capability and intent to protect U.S.
information and constitutes an exemption to the International Traffic in Arms Regulation. The
preceding decisions are inherently governmental responsibilities.

SAF/IAPD has previously permitted use of contractors in support of USAF disclosure
functions provided that the release decision was made by a designated disclosure officer. USAF
direction for contractor support is consistent with the recent NDPC guidance. However, we are
taking this opportunity to restate the USAF policy to ensure there is no inappropriate outsourcing
of National Disclosure Policy functions.

Within USAF, contractor support of National Disclosure Policy functions is permitted
subject to the following criteria:

a. Contractors will not exercise foreign disclosure decision authority for releases
of classified and controlled unclassified military information. All decision authority will be
exercised by USAF employees designated for this purpose consistent with AFI 16-201.

b. Contractors may research technical, operational, policy and political/military
details regarding proposed international programs.



c. Contractors may conduct analyses of technical, operational, policy and
political/military factors related to international programs.

d. Contractors may draft supporting justification and/or disclosure guidance for
international programs.

e. Contractors may perform administrative functions such as coordination of
disclosure initiatives and record keeping related to disclosure activities.

f. Organizations identify to SAF/IAPD, in writing, their requirement to outsource
disclosure functions prior to beginning the contracting process. This notification includes a
detailed description of the duties which the contractor will be asked to perform.

Organizations which currently have contractor support are required to verify to
SAF/IAPD, in writing, that the duties performed by such personnel are consistent with the
guidance in this memo. Verifications should be made by 31 Jan 01.

Questions may be directed to our point of contact, Ms Suzanne Szadai at DSN 425-8809.
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SUBJECT: National Disclosure Policy Functions

The downsizing of Department of Defense resources has resulted in some activities being
performed by consultants and support contractors under commercial contracts. There have been
several inquiries to this office concerning the outsourcing of activities related to the National
Disclosure Policy process.

As you are well aware, certain activities related to the operation of the government are
inherently governmental responsibilities. Accordingly, consultants or contractors may not
perform those activities. The process that results in decisions on whether or not U.S. classified
information may be shared with foreign governments or international organizations is an activity
that is inherently a governmental responsibility. There are several reasons for this.

First, disclosure decisions are based on an evaluation of criteria specified in the National
Disclosure Policy. One of these criteria is that the disclosure is consistent with United States
foreign and national security policies towards the proposed recipient nation or international
organization. Foreign policy and national security decisions are inherently a governmental
responsibility.

Second, a disclosure decision requires an evaluation of the recipient nation’s or
organization’s capability and intent to protect U.S. classified information. Both determinations
are inherently governmental responsibilities. In fact, other governments have been assured that
U.S. evaluations of their security programs will be handled in confidence. In some cases,
security arrangements must be negotiated with the potential recipient nation; the negotiation of
international agreements with other countries is also inherently a governmental responsibility.



Third, a disclosure decision can also constitute an exemption to the International Traffic
in Arms Regulation and stand in the place of a U.S. export license. Export decisions are also
inherently a governmental responsibility.

Therefore, all decisions on the disclosure of U.S. classified information to foreign
governments and international organizations will be made in writing by a Department of Defense
employee designated for this purpose pursuant to DoD Directive 5230.11.

While it would, in theory, be possible to employ contractor support for those in an agency
carrying out disclosure functions, the Office of Federal Procurement Policy has pointed out that
contractor support may approach being in the category of an inherently governmental function
because of the way in which a contractor performs the contract or the manner in which the
Government administers contractor performance. Accordingly, before any contractor support is
employed for those carrying out National Disclosure Policy functions, the concurrence of the
NDPC Secretariat should be obtained that this support does not impinge on the disclosure
decision-making.
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