Attachment 5

SIGNALS INTELLIGENCE (SIGINT)

Implementing Directives

Director of Central Intelligence Directive 5/5, Conduct of SIGINT Liaison with Foreign Governments and Release of US SIGINT (C/NF), governs the release of SIGINT information and equipment to foreign nations.

Purpose

SIGINT includes intelligence information derived from intercepted communications, radar, and telemetry.  It comprises either individually or in combination all communications intelligence (COMINT), electronic intelligence (ELINT), and foreign instrumentation signals intelligence (FISINT) however transmitted.  COMINT is information derived from the intercept of foreign communications by other than the intended recipients and includes the fields of traffic analysis, cryptanalysis, and direction finding.  ELINT is technical and intelligence information derived from foreign electromagnetic noncommunications transmissions by other than the intended recipients.  FISINT is technical information and intelligence information derived from the intercept of foreign instrumentation signals by other than intended recipients.  Foreign instrumentation signals include, but are not limited to, telemetry, beaconry, electronic interrogators, and video data links.  The purpose of this attachment is to document the process to obtain approval to release SIGINT information and equipment to foreign governments.

Basic Policy

National Disclosure Policy does not govern disclosure of SIGINT.  The responsibility for disclosing this type of information rests with the DCI.  The purpose of this attachment is to document the process to obtain approval to release National Intelligence to foreign governments.

Office of Primary Responsibility

The primary focal point is the Production Division within the Air Force Directorate of Intelligence, Surveillance, and Reconnaissance (AF/XOIIA) (DSN 227-3259).  SAF/IAD coordinates release of SIGINT through AF/XOIIA.

SIGINT Release Process Description

Air Force personnel desiring to release SIGINT information to foreign governments or receiving requests from foreign governments for SIGINT information should submit these requests through intelligence channels to AF/XOIIA.  AF/XOIIA requests originator approval through intelligence channels and responds back to the requester approving or denying the request.  AF/XOIIA will identify what material must be removed in order to make information suitable for release.  

If foreign governments request to acquire a SIGINT system, the entity receiving the request will coordinate it with their servicing Foreign Disclosure Office (FDO).  The FDO will forward the request through disclosure channels to SAF/IAD.  SAF/IAD coordinates requests with Air Force security and policy subject matter experts and AF/XOIIA.  SAF/IAD responds through disclosure channels with the requester.  

Responsibilities

Originators of proposals to release SIGINT information will identify specific requirements to AF/XOIIA with appropriate justification as required by DCID 5/6.  

Originators of proposals to sell SIGINT systems will coordinate their requests with the servicing FDO with appropriate justification as required by AFI 16-201.  

Air Force subject matter experts who are tasked to review requests for release should clearly identify what capabilities should and should not be released and why.
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