Attachment 4

COMMUNICATIONS SECURITY (COMSEC)

Implementing Directives

National Security Telecommunications and Information Systems Security Policy (NSTISSP) No. 8, National Policy Governing the Release of Information Systems Security (INFOSEC) Products or Associated INFOSEC Information to Foreign Governments, Chairman Joint Chiefs of Staff Instruction (CJCSI) 6510.01B, Defensive Information Operations Implementation, and CJCSI 5221.01A, Delegation of Authority to Commanders of Combatant Commands to Disclose Classified Military Information to Foreign Governments and International Organizations, govern the release of COMSEC devices to foreign nations.

Purpose

COMSEC materiel is an item that secures or authenticates telecommunications.  COMSEC materiel includes, but is not limited to key, equipment, devices, documents, firmware, or software that holds or describes cryptographic logic and other items for COMSEC functions.  The purpose of this attachment is to document the process to obtain approval to release communications security information and equipment to foreign governments.

Basic Policy

National Disclosure Policy does not govern disclosure of information and equipment relating to communications security, such as cryptographic devices and systems.  The responsibility for disclosing this type of information rests with the National Security Telecommunications and Information Systems Security Committee (NSTISSC), in consultation with the Director, National Security Agency.  COMSEC devices are normally released to support U.S. interoperability requirements.  A COMSEC release request must be linked to a CINC OPLAN/CONPLAN or defense treaty.

Office of Primary Responsibility

The Air Force Communications and Information Center Director of Systems (AFCIC/SY) is the Air Force representative to the NSTISSC.  The Information Assurance Policy Branch (AFCIC/SYIP) (DSN 425-6165) is the focal point for COMSEC requests.  The SAF/IA regional division is responsible for coordinating a request for release to AFCIC/SY. 

COMSEC Release Process Description

At a minimum, requests to release COMSEC materiel to foreign governments or international organizations will contain the following information:


1.  Identity of U.S. or binational commands having the interoperability requirement with the foreign nation or international organization.  For each requirement, the request will reference an operational plan or concept of operations plan that explains the interoperability requirement.


2.  Scope, duration, and urgency of the COMSEC capability required and a statement of how the requirement is currently being met.


3.  Source of cryptographic equipment or other COMSEC material needed to fulfill the requirement.  Submitting commanders will coordinate with appropriate Service and cryptographic resource managers to determine the specific equipment source and whether needed equipment will be purchased under FMS or foreign military sales of cryptographic device services (FMS-CDS).


4.  Provisions for engineering, installation, maintenance, and logistic support.


5.  Facility adequacy for storing COMSEC material by recipient.


6.  Equipment installation and operation plans and how physical requirements will be met.


7.  Requirements for instructional material translation, such as operating or maintenance instructions.


8.  Requirement milestones and impact if milestones are not met.

Normally, release of U.S. Government COMSEC equipment and information are part of a larger systems release to a foreign government and, with a few exceptions, are transferred through a Foreign Military Sales case.  There are two types of COMSEC releases:  release in principle (RIP) and general release.  If a specific COMSEC solution for a foreign nation has not yet been determined, a RIP is requested.  The RIP permits the regional CINC and the SAF/IA regional division to discuss the COMSEC requirements with the foreign nation and develop proposed solutions.  A general release is requested once a specific solution has been determined.  The applicable SAF/IA regional division, normally after obtaining unified CINC approval, generates and coordinates a staff summary sheet to AFCIC/SY to sign a memorandum to the NSTISSC requesting the release of COMSEC.  This package is coordinated through SAF/IAD to validate that the transfer of the system the equipment supports is in consonance with NDP.  It is also coordinated with JCS/J6 to validate the unified CINC’s requirements.  Coordination is also obtained from DSCA, ASD (ISA) and ASD (C3I).  

AFCIC/SY submits the request through NSA.  NSA conducts a technical and security review and forwards the request to the NSTISSC for final approval.  Following the formal release of COMSEC devices, the CJCS directs the unified CINC to draft, negotiate and conclude a Communications Interoperability and Security (CIS) MOA with the foreign nation.  The CIS MOA must be signed before COMSEC devices can be delivered to the foreign nation.

Responsibilities

SAF/IA regional divisions are responsible for fully justifying packages for release of COMSEC devices to a foreign nation and ensuring coordination with all appropriate entities.  

AFCIC/SY is responsible for submitting the request to the NSTISSC and representing Air Force interests during Committee discussions.
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