Attachment 29

FOREIGN NATIONAL ACCESS TO AIR FORCE INFORMATION SYSTEMS
Implementing Directives
AFI 33-202, Computer Security, implements guidance regarding foreign national access to Air force information systems.

Purpose

Computer security measures are designed to protect and maintain the availability, integrity, confidentiality, and accountability of information system resources and information.  Unrestricted access by foreign nationals would inevitably compromise all of these objectives.  Nevertheless, there are situations when foreign nationals will require access to Air Force information systems in support of the Air Force mission.  Such access must be granted consciously and only after risk has been mitigated to the maximum extent feasible.

Basic Policy

Safeguard computer systems and information against sabotage, tampering, denial of service, espionage, fraud, misappropriation, misuse, or release to unauthorized persons.  Protect hardware, firmware, software, and information against unauthorized disclosure, destruction, or modification.

Office of Primary Responsibility

The Air Force Communications and Information Center, Information Assurance Division (AFCIC/SYI) (DSN 425-6172) is the Air Force office responsible for developing computer security policy.

Process for Approving Foreign National Access to Air Force Information Systems

The requirement for foreign national access to an Air Force information system, as well as limitations to that access, must be explicitly established by a USAF military or civilian supervisor, contracting officer, contact officer, or sponsor.  The Foreign Disclosure Office must validate that the information has been authorized for release to the foreign national or his or her country and that all disclosure criteria have been met, and identify any additional limitations required.  The requestor must then work with the unit system administrator managers to establish necessary control measures.  

Once requirements have been established and validated and security procedures determined, access must be approved by the MAJCOM vice commander or higher.  For DRUs, the Air Staff and Secretariat, the approval authority is the Assistant Vice Chief of Staff (AF/CVA).  This approval is not required for Defense Personnel Exchange Program (DPEP) personnel.

If access requirements include access to the Defense Information Systems Network (DISN) Nonsecure Internet Protocol Router Network (NIPRNET) or Secure Internet Protocol Router Network (SIPRNET), the approving authority must forward Air Force-validated requirements to Joint Staff/J6 for approval.  This requirement is waived for DPEP personnel.

Authority to connect to the DISN-NIPRNET, SIPRNET, or other Air Force networks by foreign nationals does not equate to authority to exchange data or access systems located on that network.  For SIPRNET access, the sponsor must notify and obtain the concurrence of the administrator of each domain for which access is required prior to authorization.  Sites on the NIPRNET that contain information subject to the Arms Export Control Act, the Privacy Act, or exemptions to the Freedom of Information Act should be password protected.  In these cases, the sponsor need merely identify the individual as a foreign national when arranging a password.

Responsibilities 
Sponsors are responsible for:


1.  Identifying access requirements and limitations for foreign nationals.  


2.  Coordinating with unit system administrator to determine appropriate control measures.


3.  Developing approval packages for approval authorities (not required for DPEP personnel).


4.  Notifying and obtaining concurrence from domain administrators for foreign national access to individual SIPRNET sites.

5.  Notifying domain administrators and arranging passwords for password-protected NIPRNET sites.

The foreign disclosure officer validates that the access required is within delegated authority.

The unit system administrator works with the sponsor to develop appropriate control measures for foreign national access.

The Air Force approval authority (MAJCOM Vice Commander or AF/CVA):


1.  Authorizes foreign national access to Air Force information systems (not required for DPEP personnel).


2.  Forwards foreign nation DISN-SIPRNET or NIPRNET access requests to Joint Staff/J6 (not required for DPEP personnel).

Joint Staff/J6 approves foreign national access to the DSN-SIPRNET and NIPRNET 
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