Attachment 26

RELEASE OF LOW OBSERVABLE/COUNTER LOW OBSERVABLE (LO/CLO) INFORMATION

Implementing Directives

DoDI-S 5230.28, Low Observable (LO) and Counter Low Observable (CLO) Programs, implements LO/CLO policy, assigns responsibilities, and prescribes procedures for DoD LO and CLO technologies and programs.

Purpose

LO capabilities, when incorporated into advanced weapons systems, provide a formidable force multiplier.  The U.S. has forged and maintains a technology advantage in LO.  The U.S. is committed to a coalition defense strategy requiring the fielding of common, capable weapons systems with our allies without contributing to the proliferation of similar systems to potential adversaries.  The release of LO/CLO capabilities to selected allies may benefit the U.S. through associated political, military or economic gains.

Basic Policy

All export matters and discussions involving LO and CLO technologies shall be coordinated through the OUSD(A&T), Director of Special Programs (OUSD(A&T)/DSP) (through the Component Director of LO/CLO, where appropriate).  No CLO or LO technology shall be exported without approval by the OUSD(A&T)/DSP Tri-Service Committee.

Office of Primary Responsibility

The Under Secretary of Defense for Acquisition and Technology manages and chairs the LO/CLO Executive Committee (EXCOM).  The EXCOM oversees LO/CLO technology development and progress and sets overall technical policy on international transfer of LO and CLO information and capabilities.

Process 

Requests for international transfer of LO/CLO information and technology may come from a number of sources.  Normally the OPR for the request is the military service who sponsors a request from an international customer for a LO/CLO weapon system or weapon system platform.

International customers submit requests for Air Force weapons systems to the appropriate SAF/IA country director.  Before approval, these requests are coordinated through the Air Staff.  SAF/AQL is the focal point for r identifying LO/CLO issues.  Once an item is identified as a LO/CLO concern, the request must be approved by the Chief of Staff through the Topline coordination process.  Then, the issue is presented to the standing Tri-Service Committee.  The Tri-Service Committee determines whether the issue can be resolved using existing guidelines or warrants further consideration by the LO/CLO EXCOM.  If further review is required, a Tri-Service Red Team of technical experts is formed to evaluate the technical and operational risks of export.  The Red Team will:


1.  Identify critical technology issues.


2.  Evaluate technology risks.


3.  Develop solutions and/or define export configurations.

Upon completion of this analysis, the Red Team presents its findings to the Tri-Service Committee.  The Tri-Service Committee evaluates the analysis and formulates a position to be presented to the LO/CLO EXCOM.  When the Tri-Service Committee presents its findings to the EXCOM, the sponsoring agency is given the opportunity to express opinions on their proposals.  The EXCOM makes a recommendation that is forwarded to the Deputy Secretary of Defense for final approval.  The entire process typically takes 3 to 6 months.

Approval by the LO/CLO EXCOM does not supercede National Disclosure Policy nor negate the requirement for an ENDP, when required.  Approval by a cognizant disclosure authority is always required.  The same Topline coordination package for LO/CLO position can be used for Air Force coordination of an ENDP request.  An ENDP request can result in identification of LO/CLO issues and the requirement for EXCOM approval.  LO/CLO issues must be resolved before submission of a request for ENDP to the NDPC.

Responsibilities

The Under Secretary of Defense for Acquisition and Technology chairs the LO/CLO EXCOM.

Principals from each of the Services, the Chairman of the Joint Chiefs of Staff, the Under Secretary of Defense for Policy, the Director of Operational Test and Evaluation, the Director of the Defense Advanced Research Project Agency, the Deputy Under Secretary of Defense for Advanced Systems and Concepts, the Director of Defense Research and Engineering, the Director for Strategic and Tactical Systems, and the Director for Test Systems and Evaluation are members of the EXCOM.

The Director of Special Programs chairs the Tri-Service Committee.

The Heads of the DoD Components appoint a Director of LO/CLO to serve as the Component coordinator for all LO and CLO policy, security and technical matters.

SAF/AQL acts as the USAF Director of LO/CLO.
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