Attachment 19

DISCLOSURE OF USAF TECHNICAL ORDERS

Implementing Directives

Technical Order (TO) 00-5-1, AF Technical Order System, describes the Air Force TO system.  TO 00-5-2, Technical Order Distribution System, describes how U.S. personnel order USAF TOs.  TO 00-5-19, Security Assistance Technical Order Program, describes how Foreign Military Sales customers order USAF TOs.

Purpose

The purpose of this attachment is to document the process for releasing USAF TOs to foreign governments and international organizations.

Basic Policy

A legal opinion from the office of the Air Force General Counsel noted that USAF technical orders are “defense services” within the meaning of the Arms Export Control Act.  In accordance with that legislation, they must only be sold in support of Government Furnished Equipment (GFE) or Government Furnished Maintenance (GFM) provided to the customer and only if the U.S. Government is the only available source or if they cannot be provided in sufficient time from commercial sources.  This has broad implications.  Generally, USAF technical orders may not be legally exported, except in direct support of equipment or maintenance provided by the U.S. Government.  By implication, U.S. contractors cannot export USAF technical orders to foreign customers in support of direct commercial sales.

There are two primary conditions for exporting USAF TOs, in support of Foreign Military Sales (FMS) and in support of direct USAF (or applicable U.S. Government) contracts.  For FMS, USAF Technical Orders are only releasable if the information contained therein is releasable as determined by the cognizant Foreign Disclosure Office (FDO).  The configuration of the item for sale must be identical to the USAF version or substantially similar so that use of the TO will not create safety issues.  If these two requirements cannot be met, the customer will be instructed to purchase country standard technical orders (CSTOs).  Sanitization of USAF TOs is not authorized because redaction of technical orders without covering the areas eliminated could lead to safety issues.

Office of Primary Responsibility

The Security Assistance Technical Order Program Office (OC-ALC/TILUF) (DSN 336-5660) manages the Security Assistance Technical Order Distribution System (SATODS).  Local FDOs at USAF installations managing TOs determine releasability of individual TOs under their cognizance in accordance with basic and system Delegation of Disclosure Authority Letters (DDLs) or other disclosure authority issued by SAF/IAD.  

USAF Technical Order Release Process Description

There are separate release processes for support of FMS customers and USAF contracts.

FMS customers order USAF TOs through SATODS.  SATODS is a computer system that provides for the management, release control and distribution of CSTOs and USAF M-symbol TOs (formerly active USAF TOs retained for use by foreign customers).  SATODS also provides release control for active USAF TOs and is linked to the system that manages and distributes them.  A request for a USAF TO will automatically be staffed to the cognizant FDO.  The FDO will staff the request to the technical office that is responsible for the content of the TO for a release recommendation.  Based on the input from the technical office and the applicable DDL or other disclosure authority issued by SAF/IAD, the FDO will approve or deny the request.  If approved, SATODS automatically initiates action to distribute the requested document to the customer, along with billing the customer’s account.  If denied, SATODS creates one of a series of denial letters back to the customer explaining the rationale for the denial.  In some cases, the customer may be offered the possibility of purchasing a CSTO.

The USAF may let a contract with a foreign company that will require the use of USAF TOs in performance of the contract.  Before announcement of any contract that requires access to classified or sensitive unclassified information, a disclosure review is required to determine if foreign companies are eligible to bid at the prime contractor level.  This determination is conducted by the local FDO who approves or denies foreign participation, based on the sensitivity of the contract and delegated disclosure authority.  This review will consider requirements for foreign access to USAF documentation, including TOs.  Approval of foreign participation authorizes the Contracting Officer to provide those USAF TOs necessary for the performance of the contract to the foreign company that wins the contract.  USAF TOs may also be made available in a bidder’s library for any potential contractor to access in order to prepare a proposal.

In addition to the two cases listed above, individual TOs may be released by an FDO with appropriate disclosure authority on a case by case basis when needed in support of an FMS decision.  When such a release is approved, the TO must be annotated to indicate that it has been released for information purposes only and is not to be used to support operations or maintenance activities.  

FDOs may authorize pages from TOs for inclusion in a briefing, provided that the FDO has been delegated the appropriate disclosure authority.  

Foreign liaison officers may be granted escorted access to USAF TO libraries.  Access to individual TOs will be limited to those released to the liaison officer’s country.  Access will be on an oral and visual basis only.  Liaison officers are not authorized to reproduce USAF TOs.

Responsibilities

Technical offices to whom requests for USAF TOs are staffed are responsible for determining the applicability of the USAF TO to the customer’s system and identifying sensitive information which could make the TO not releasable.

The cognizant FDO is responsible for staffing release requests to technical offices and approving and denying requests.

SAF/IAD is responsible for overall TO release policy.

2
3

