Attachment 17

FOREIGN EXCHANGE OFFICERS

Implementing Directives

DoD Directive 5230.20, Visits, Assignments, and Exchanges of Foreign Nationals, provides basic policy direction.  AFI 16-201, The Air Force Foreign Disclosure Program, governs the disclosure requirements for foreign exchange officers assigned to the U.S. Air Force.  AFI 16-107, International Personnel Exchange Program (PEP), governs the management of the program by the U.S. Air Force.  Paragraph 3.7 of AFI 33-202, computer Security, governs foreign access to the NIPRNET and SIPRNET.

Purpose

The International Personnel Exchange Program was created to allow our allies to gain familiarity with the U.S. Air Force’s conduct of operations and to improve interoperability with them.  It establishes an active relationship for sharing of military services experience, professional knowledge, and doctrines to the maximum extent permissible under the information disclosure policies of the United States and the foreign governments concerned.

The Foreign Exchange Officer Program allows designated exchange officers to fill actual USAF duty positions.  They participate in their assigned unit’s activities as if they were members of the USAF.  They must be provided the information necessary to perform their assigned duties effectively, support the host unit mission and ultimately the mission of the U.S. Air Force.

The purpose of this attachment is to document the process for determining and approving disclosure requirements for foreign exchange officers.

Basic Policy

Exchange officers will not perform duties that require execution of UCMJ authority or have other responsibilities that are reserved by law or regulation to an officer or employee of the U.S. Government.  Exchange officers will not act in a dual capacity as representatives of their parent government while serving as exchange officers.  Within the limits of National Disclosure Policy, exchange officers will be authorized the information necessary to perform their assigned duties.  Exchange officers will not have custody of classified or controlled unclassified information.  They may have access to the information during normal duty hours at the place of assignment when access is necessary to perform the functions in their position descriptions.  Requirements for exchange officer access to the NIPRNET and SIPRNET must be approved by the MAJCOM vice commander and JCS/J6 in accordance with AFI 33-202.  

Office of Primary Responsibility

The Air Force Attaché Affairs Office (AFAAO) (703-588-8334, DSN 425-8334) is the Air Force OPR for management of the International Personnel Exchange Program.  SAF/IAD (703-588-8865, DSN 425-8865) is the Air Force OPR for exchange officer disclosure policy.  Requirements for new exchange positions or changes to existing positions should be forwarded through command channels to both AFAAO and SAF/IAD.

Exchange Officer Release Process Description

Disclosure of  classified and controlled unclassified information to foreign exchange officers assigned to USAF units must comply with the conditions and limitations contained in the applicable Delegation of Disclosure Authority Letter (DDL) for the position.  (Note:  A DDL may apply to more than one position of the same type.)  

Responsibilities

The exchange officer’s immediate U.S. commander ensures all U.S. personnel who come in contact with the foreign exchange officer comply with the DDL. 

Immediate U.S. commanders should reevaluate exchange officer DDLs  before a new or replacement officer reports for duty, when a change in position responsibilities is anticipated, and periodically during an exchange officer’s tour of duty.  Proposals/requirements for DDL changes will be forwarded to the local Foreign Disclosure Office (FDO).   

The local FDO assists commanders in implementing DDL guidelines and forwards proposed DDL changes or requirements for new DDLs to the MAJCOM FDO.

The MAJCOM FDO will incorporate  requested changes into a proposed revision to an existing DDL, or develop a draft new DDL, as appropriate, and forward the proposed DDL to SAF/IAD for approval.

SAF/IAD approves and issues changes to/new DDLs.

MAJCOM vice commanders and JCS/J6 approve exchange officer access to the NIPRNET and SIPRNET.
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