Attachment 15

DISCLOSURE OF DOCUMENTS

Implementing Directives

Department of Defense Directive 5230.11, Disclosure of Classified Information to Foreign Governments and International Organizations, contains DoD requirements for documentary disclosure.  AFI 16-201, The Air Force Foreign Disclosure Program, governs the disclosure of classified and controlled unclassified documents to foreign governments and international organizations. 

Purpose

Documentary release of information to foreign governments is a more sensitive method of disclosure than oral/visual because the information is in a tangible format that can be easily referenced in the future and passed to a third party.  For these reasons, documentary disclosure requires some additional actions.  The purpose of this attachment is to outline the process for documentary release of information to foreign governments and international organizations.  (Note:  Documentary release refers to disclosure of  written information in all forms/formats.  For example, briefings, manuscripts, technical drawings, software code etc.) 

Basic Policy

A designated foreign disclosure officer must authorize release of documents containing classified and controlled unclassified information to foreign governments or international organizations.

Unclassified information that is not controlled may be released without disclosure review under certain circumstances.  See attachment 14.

Documents will not be released without the consent of the originator.

Documents may be released pursuant to US government international programs such as foreign military sales, international cooperative research and development, or data/information exchange agreements.  Disclosure must be within the scope and satisfy the purpose of the related program.

Documents may also be released for purpose of informing allies and coalition partners about USAF organization, personnel, operations, facilities, programs and activities.

Gratuitous releases of classified or controlled unclassified information are not authorized 

Classified documents will not be released if unclassified information will satisfy the purpose of disclosure.

Release of classified documents will be phased so that the most sensitive information is not provided until absolutely required.

Disclosure of the following types of information is specifically prohibited:

*  Classified military information officially obtained from a foreign source, except when the information has been conveyed by the source with express consent to its further disclosure


*  Combined military information without prior agreement of all parties


*  Joint information without prior agreement of all departments or agencies having control or jurisdiction


*  Information originated by or for any department or agency without its consent

Reference lists and bibliographies should always be deleted from documents approved for disclosure unless every reference has been determined to be releasable to the requester.  Documents that are themselves reference lists or bibliographies should normally be denied.

Office of Primary Responsibility

SAF/IAD is the Air Force OPR for documentary disclosure policy.  The local MAJCOM or base Foreign Disclosure Office (FDO) is the OPR for documentary release actions.  SAF/IAD is the servicing FDO for Headquarters USAF.

Documentary Release Process Description

Foreign requests for release of documents should be routed through the requesting country’s embassy in Washington, DC to the appropriate SAF/IA regional division.  This enables the foreign requester to provide security assurances (i.e., that the information will be used only for military purposes, that it will not be transferred to a third country, that it will be protected, etc.) as part of the request.  The SAF/IA regional division will refer all requests for classified and controlled unclassified information to SAF/IAD for a disclosure decision. SAF/IAD will coordinate with the originator and other subject matter experts as necessary.  

Proposals by USAF personnel to disclose documents to foreign governments or international organizations will be referred to the servicing FDO for action. The FDO has ten working days in which to approve/deny the request, return the request without action if it is incomplete, coordinate an extension to the ten day suspense with the requester, or refer the request to appropriate authority.  If the decision is to deny the request, the local FDO should respond directly to the requestor with a denial letter and record the denial in the Foreign Disclosure and Technology Information System (FORDTIS).  If the decision is to approve the request and the local FDO has delegated disclosure authority, the FDO advises the requester and records the action in FORDTIS.  If the servicing FDO does not have delegated disclosure authority, and disclosure can be justified, the request should be forwarded to the next higher level in the disclosure chain of command with a recommendation for release.  

An exception to National Disclosure Policy or “Topline” coordination may be required to disclose documents in certain instances.  See attachments 12 and 13. 

Before releasing documents, the servicing FDO will insure that all required deletions and substitutions have been completed.  In addition, the following statement will be stamped or typed on the front page of documents:

“This information is furnished on the condition that it will not be released to another nation without the specific authority of the Department of the Air Force of the United States; that it will be used for military purposes only; that individual or corporate rights originating in the information, whether patented or not, will be respected; that the recipient will report promptly to the United States any known or suspected compromise; and that the information will be provided substantially the same degree of security afforded it by the Department of Defense of the United States.  Also, regardless of any other markings on the document, it will not be downgraded or declassified without written approval of the originating US agency.”

AF Form 349, Receipt for Documents Released to Accredited Representatives of Foreign Nations, must be attached to any classified document approved for release.  The recipient will sign and return the form to the office transmitting the information.

Responsibilities

Proposals by USAF personnel to disclose documents containing classified or controlled unclassified information will be forwarded to the servicing FDO in writing.  The proposal must include the following information:


1.  Identification of the country/countries to which the documents are to be disclosed.


2.  The specific U.S. purpose and justification for disclosure


3.  Requested release date


4.  Attach copies of all documents proposed for disclosure

USAF personnel who propose disclosure of documents are responsible for editing out information that should not be released as described under Basic Policy before documents are forwarded to the FDO for review.

The local FDO is responsible for coordinating requests either with the originator and other appropriate subject matter experts and for providing a response to the requester or forwarding the document to the next higher FDO with a recommendation for approval to release the document.

Originators of documents are responsible for reviewing disclosure requests and providing recommendations to the servicing FDO.  
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