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DEPARTMENT OF THE AIR FORCE
OFFICE OF THE CHEF OF STAFF

WASHINGTON, DC

MEMORANDUM FOR SAF/IA


SAF/AQ


AF/XO


AF/XP


AF/IL


AF/SC
FROM: AF/CC

9 APR 1997 

1§91

SUBJECT:
Coordination of Disclosure Initiatives involving Foreign Military Sales/Direct Commercial Sales of Air Force Systems and Commercially Developed Non-U.S. Inventory Systems (Reference: AF/CVA 1 June 1990 memorandum: "Coordination of Disclosure Initiatives Involving Foreign Military Sales of Force Systems.")

   International cooperative programs are an increasingly important aspect of U.S. National Security Policy.  In this era of force structure reductions, fiscal austerity, worldwide military commitments and high  operations tempo, international programs support U.S. interests by:

a. increasing U.S. political-military access and influence with allied and friendly countries;

b. enabling allied and friendly countries to provide more for  their own defense;

c. preparing foreign nations to participate effectively with the U.S. in coalition warfare and peace keeping operations;

Given the importance of international programs, it is imperative  that the Air Force act on foreign sales initiatives promptly and implement them effectively.  We must also be careful to avoid imprudently risking our technological edge or war fighting capabilities.

d. sharing the financial burden of military modernization

e. preserving the U.S. military industrial base:

[image: image2.png]General, UBAF
Chief of Staff




Attachment:

Guidelines for Coordinating

Disclosure Initiatives

I therefore direct that proposed foreign sales programs be coordinated in accordance with the attached guidelines.  The referenced AF/CVA memorandum of 1 June 1990 is superseded effective immediately.
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Attachment

Guidelines for Coordination of Disclosure Initiatives Involving Foreign Military Sales and Direct Commercial Sales of Air Force Systems and Commercially Developed Non‑U.S. Inventory Systems ("TOPLINE" Coordination.

1.  Foreign sales initiatives will be coordinated through SAF/AQ, SAF/IA, AF/X0, AF/XP, AF/IL, AF/SC and approved by AF/CC when any of the following conditions apply:

 a.  Low Observable (LO), Counter Low Observable (CLO) and Non-Cooperative      Target Recognition (NCTR) capabilities or technologies are involved.

b.  The proposed sale will result in foreign access to U.S. classified software source code.

 c.  The system, technology or capability is unique to the U.S. (i.e. No suitable substitute   is available from foreign sources) and provides USAF a significant military advantage over potential adversaries.

d.  The U.S. has no effective countermeasures or defenses against the system or  capability.

e.  The proposed recipient government's ability or willingness to protect U.S. military information or use it for the intended U.S. purpose is doubtful.


f.  The system proposed for sale derives from a special access program.

2.  Proposed international sales that involve any of the following items will be coordinated at the division (0-6) level by subject matter experts in SAF/AQ, AF/XO, AF/XP, AF/IL, AF/SC and approved by SAF/IA:

a.  Aircraft

b.  Jet or rocket engines

c.  Precision guided munitions and precision targeting systems

d.  Night and adverse weather terrain avoidance flight navigation systems

e.  Radars

f.  Intelligence collection systems

g.  Command, control and communications systems

h.  Information warfare and electronic warfare systems

i.  Ballistic missile defense systems

j.  Release of unclassified software source code for any of the aforementioned items

3.  In instances when the staff is unable to reach a consensus on a particular proposal,   dissenting opinions may be elevated to the appropriate assistant secretary/deputy chiefs of    staff, or to AF/CC (if necessary) for resolution.

4.  Each proposal will contain the following elements:

a.  A thorough description of what is proposed for sale.

b.  Explanation of the benefits for the U.S.

 c.  Evaluation of the risk of compromise or unintended end use based on General     Security of Military Information Agreements (GSOMIA), National Disclosure Policy Committee country security surveys and intelligence community and country team risk assessments.

d.  An assessment of foreign availability of similar weapons systems. technologies or capabilities.


e.  Description of precedent cases, if any.

5.  Non-concurs and recommendations to impose conditions and limitations on a proposed    sale must be justified in writing based on substantiated risk to U.S. military security,       national security, or foreign policy objectives.

6.  The coordination process for proposed international programs should normally be  completed within ten working days.

7.  The Disclosure Division (SAF/IAD) is the office of primary responsibility for     coordinating proposed sales in accordance with these guidelines.

