Attachment 1

RELEASE OF INFORMATION TO THE PUBLIC

Implementing Directives

AFPD 35-1, Public Affairs Management and AFI 35-101, Public Affairs Policies and Procedures provide guidance for Air Force personnel on release of information to the public.

Purpose

Security and policy review ensures material proposed for public release does not contain classified material and does not conflict with established Air Force, DoD or U.S. Government policy.  The U.S. Air Force releases information to the public to provide counsel to leaders; build, maintain, and strengthen airman morale and readiness; enhance public trust and support; and achieve global influence and deterrence.

Basic Policy

Air Force information relating to the plans, policies, programs or operations of DoD or the U.S. Government may be released to the public domain only after it has been reviewed for security and policy consistency and cleared by a competent authority.  

Office of Primary Responsibility

The Office for Security Review (SAF/PAS) (DSN 227-9542) is the sole Air Force agency responsible for security and policy clearance of information proposed for public release through any information medium, including open publication by Congress, except for information required to be released under the Freedom of Information Act and the Privacy Act.

Clearance authority is delegated to Public Affairs offices at Major Commands (MAJCOM), Field Operating Agencies (FOA), Direct Reporting Units (DRU) and bases.

Information Prohibited from Public Release

The following types of information may not be released to the public:

1. Classified information

2. Controlled unclassified information (CUMI), also known as export controlled technical data, involving military or space applications.  CUMI is defined as information required for design, development, production, manufacture, assembly, operation, repair, test, maintenance or modification of defense articles.  This includes information in the form of blueprints, drawings, photographs, plans, instructions and documentation.  It does not included information concerning general scientific, mathematical or engineering principles taught in schools colleges or universities.  CUMI is exempt from public release under Export Control Laws – Title 22, USC 2751.

3.  Information exempt from public release under the Freedom of Information Act (FOIA).  See attachment 2 and AFSUP 1 to DoD 5400.7-R for more details.

a. Exemption (1):  Classified Records

b. Exemption (2):  Internal Personnel Rules and Practices

c. Exemption (3):  Other Statutes

d. Exemption (4):  Confidential Commercial Information

e. Exemption (5):  Inter or Intra-agency Records

f. Exemption (6):  Invasion of Personal Privacy

g. Exemption (7):  Investigative Records

h. Exemption (8):  Financial Institution Records

i. Exemption (9):  Geological and Geophysical Information Concerning Wells

4. Information subject to Privacy Act Restrictions  (See AFI 33-332)

a. Information, the release of which would be a clearly unwarranted invasion of personal privacy

b. Social security numbers, dates of birth, home address and telephone numbers other than duty offices

c. Names, locations and other identifying information about family members

5. Copyrighted material without written permission of the owner

6. Proprietary data without the permission in writing of the person or agency that holds the proprietary interest.

7. Information that contains a commercial trademark, logo or other information that implies endorsement of a non-federal entity or product

8. Information which bears a distribution statement as defined in AFI 61-204 which restricts release to the public 

Security Review Process Description

Air Force personnel submit requests for public release to their servicing Public Affairs (PA) Office.  PA coordinates requests with security and policy subject matter experts and responds back to the requester approving or denying the request.  The PA office will identify to the requester what material must be removed in order to make information suitable for public release.  The originator of the information makes the decision to actually release the information in coordination with competent authority within his or her chain of command.  Refer to AFI 35-101, Chapter 15 for more details.

Responsibilities

Originators of proposals to release information to the public are responsible for referring their requests to the servicing PA office in accordance with procedures outlined in AFI 35-101.  Originators should insure that information prohibited from public release is deleted before forwarding requests to PA.

Air Force subject matter experts who are tasked by the PA office to review information proposed for release to the public should recommend removal of information prohibited from public release identified above.  Reviewers should clearly identify what information should not be released to the public and cite a specific reference such as a FOIA exemption, the Privacy Act, or Export Control Laws – Title 22, USC 2751 etc.

1
3

