CASMIS User Guide

System Administration

7. CASMIS System Administration -A Guide for CASMIS Security and System Administrators

This Section of the CASMIS Users Guide is designed for the CASMIS Security Administrator.  Security administration for CASMIS is the responsibility of each organization’s designated CASMIS Security Administrator.  The CASMIS Security Administrator, together with the CASMIS PM, OM, and FM Administrators, are charged with managing, administering, and supporting CASMIS users.

7.1 CASMIS Security Administrator Roles and Responsibilities

The role of a CASMIS Security Administrator is to ensure the overall operation and security of CASMIS.  Specific responsibilities include password integrity and assigning user roles and privileges.  The CASMIS Security Administrator does not necessarily have to be a functional CASMIS user; however, the administrator will be more successful in fulfilling administration responsibilities if they have a good understanding of the CASMIS application.  The CASMIS Security Administrator functions include the initial CASMIS Setup application and the Person and Roles Explorers in the CASMIS Security module.  The CASMIS OM Administrator may assume responsibility for the CASMIS Setup function after CASMIS’ initial installation, with the exception of setting and maintaining the password change frequency.

7.2 CASMIS Security Administrator Functions

The CASMIS Security Administrator is responsible for setting up CASMIS and maintaining CASMIS user roles, privileges, and password integrity.  All CASMIS Security Administrator functions are located under the CASMIS System Administration module available from the CASMIS Function Bar.  The Security Administrator is also responsible for maintaining the password change frequency in the CASMIS Setup application.  US Air Force standards require the password change frequency be 90 or fewer days between mandatory changes. 

7.3 CASMIS Person Explorer

The CASMIS Person Explorer allows CASMIS Security Administrators to add, edit, unlock and mark inactive CASMIS users, view IPT allocations, change, reset, and expire passwords, and assign user roles and privileges.  The Person Explorer includes up to four tabs, depending on role assignments: Person Information, IPT Allocation, Change Password, and Security.  The Person Information Tab includes information regarding a specific user, such as name and organization.  The IPT Allocation Tab is a view only tab that shows what percent of a user’s time is allocated to an IPT.  The Change Password Tab allows users to change and administrators to reset and expire passwords.  The Security Tab allows administrators to add, edit, and delete user Roles and Functions.

7.3.1 Person Explorer – Person Information 
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The Person Information Tab includes system information regarding a specific user, including a user’s name, Title, Person Type, Organization, ABC Labor and Travel Accounts, User Name, Salary, User Access (Locked/Unlocked) and User Status (Active/Inactive).  New CASMIS Users are added from the Person Information Tab.

7.3.1.1 Editing Person Information

Edit an existing user’s Person Information by selecting the user in the Person Explorer Tree View to open the Person Information Tab.  Select the appropriate field and enter new data or select the appropriate new data from the drop down menu.  Note that changing the Person Type may affect ABC data and the accuracy of an OROS export file.  Contact your local ABC coordinator for specific information or, if in doubt, Inactivate the user and re-create the user using the updated Person Type.

7.3.1.2  Adding a new User
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The CASMIS Security Administrator, MIS Administrator, or other designate will most often be charged with establishing new user accounts.  It may be necessary for Personnel or OM Administrators to update new user accounts to update Salary, ABC Labor and Travel Accounts, depending on each organization’s in-processing process.  Add a new user by right clicking in the Person Explorer Tree View and selecting Add Person from the drop down menu to open the Person Information Tab.  Complete the required Name, Type, Organization, User Name, and initial Password fields.  The Title, ABC Travel and Labor Accounts, and Salary are not required fields and may de edited in the future.  

7.3.1.3 Inactivating and Reactivating Users
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Inactivating a user suspends that user’s access to CASMIS and ends cost accrual for ABC data collection.  Users are not deleted to preserve their labor hour accounting history and so they can be reactivated in the future.  Inactivate a user by right clicking on their name in the Person Explorer Tree View and selecting Mark Inactive from the drop down menu.  Unselecting the Active check box in the Person Information tab and clicking the Save button also inactivates users.  When a user has been inactivated, only the Person Information tab is available and the user’s name is marked with an “X” in the Person Information Tree View.  An Inactive employee can be Reactivated by right clicking on the inactive user’s name in Person Explorer Tree View and selecting Mark Active from the drop down menu. 

7.3.2 Person Explorer — IPT Allocation
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The IPT Allocation tab is a view only tab that shows a user’s current IPT allocations, if applicable.  IPT allocations cannot be made from the IPT Allocation tab.  IPT allocations are made using the IPT Explorer application located in the HR module.

7.3.3 Person Explorer — Change Password 

The Change Password tab allows users to change their passwords and for CASMIS Security Administrators to Reset and Expire passwords.  Users may change their password any time they feel their password has been compromised or at the standard password change frequency, usually 90 days, established in the CASMIS Setup function.  Administrators can Reset and Expire Passwords as needed.  CASMIS Passwords follow US Air Force standards for password conventions, including a minimum of eight characters in length, at least one upper case character, one special character, one numeric character, and an expiration date of at least every 90 days.

7.3.3.1 Password Changes 
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A user may change their password at any time, or at the standard password change frequency.  Change a password by entering the old password, entering a new password in the New Password and Confirm Password fields, and selecting OK.  The OK button will only be enabled if the old password was entered correctly, the new password was entered correctly in the New Password and Confirm Password fields, and the new password meets the current USAF standard for passwords.  The Expiration Date field will automatically be updated by CASMIS.  If a user has lost or forgotten their password, they will need to have their password Reset by the CASMIS Security Administrator.

7.3.3.2 Resetting and Expiring User Passwords
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Occasionally it may be necessary for a CASMIS Security Administrator or other designated administrator to Reset and/or Expire a user’s password.  Passwords are Reset and Expired from the Change Password Tab of Person Explorer.  Reset a password by selecting the user’s name in the Person Explorer Tree View, opening the Change Password tab, entering a password in the New Password and Confirm Password fields, and selecting the Reset button.  The Reset button will only be enabled if the new password was entered correctly in the New Password and Confirm Password fields and the password meets the current USAF standard for passwords.  The user must be notified of their temporary password before they can access CASMIS.  Administrators also have the ability to Expire a password, forcing users to change their password upon CASMIS login.  Expire a password by clicking on the Expire Now button in the Change Password tab.

7.3.4 Person Explorer — Security Tab
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The Security Tab of Person Explorer allows CASMIS Security Administrators or other designates to add, edit, and delete Roles and Functions from a user’s CASMIS Security Profile in the Security Tab.  A Role is a predefined set of Functions that have been created to simplify and improve security administration.  A Function is a single permission that has been granted to a specific user whose work assignments require unique access to CASMIS data.  CASMIS allows both Roles and Functions to be assigned to a specified user for specific projects in the organization’s Project list or Work Break Down Structure (WBS).  It is likely that most user requirements will be satisfied by one of the default CASMIS Roles and that no Function assignments will be needed.

7.3.4.1 Adding a Project Role Assignment 
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A role is a group of Functions that have been combined to create a role using CASMIS Role Explorer.  Using roles reduces administration time and improves system security.  Add a Role by selecting the name of the appropriate user in the Person Explorer Tree View, right clicking in the upper part of the Work Area and selecting Add Role Assignments form the drop down list to open the Add Project Role dialog box.  Select the Role to add from the left side of the dialog box and the project for which it should be granted from the Tree View on the right.  Select OK to assign the Role to the user.  Roles are assigned at the Project or WBS level, allowing for enhanced security at the project level.  Administrator Roles are universal and can be assigned at any project level.

7.3.4.2 Deleting a Project Role Assignment

Roles that have become obsolete for a specific user can be deleted from their Security Profile in the Security tab of Person Explorer.  Delete a Role by selecting the appropriate user from the Person Explorer Tree View, right clicking on the Role in the upper part of the Work Area, and selecting Delete Project Role Assignments from the drop down menu.  Roles deleted while the user is logged in to CASMIS will become effective upon their next login.  Roles deleted from a profile in error cannot be restored; they must be entered as a new role assignment.

7.3.4.3 [image: image9.png]


Adding a Project Function

A Function is added to a user’s Security Profile in the Security tab of Person Explorer when no existing Role adequately satisfies the user’s data access requirements.  Typically, adding a function means that the user has a special assignment, additional duty, or broad oversight and reporting requirements.  Most user requirements should be effectively satisfied by CASMIS default Roles; only a small number of employees should require Function-level assignments.  Add a Function by selecting the name of the appropriate user in the Person Explorer Tree View, right clicking in the lower part of the Work Area and selecting Add Project Function Assignments form the drop down list to open the Add Project Function dialog box.  Select the Function to add from the left side of the dialog box, the project for which it should be granted from the Tree View on the right, [image: image10.png]Fie View Role Explorer Help
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and the appropriate permission checkboxes.  Select OK to assign the Function to the user.

7.3.4.4 Deleting a Project Function
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Functions that have become obsolete for a specific user can be deleted from their Security Profile in the Security tab of Person Explorer.  Delete a Function by selecting the appropriate user from the Person Explorer Tree View, right clicking on the Function in the lower part of the Work Area, and selecting Delete Project Function Assignments from the drop down menu.  Functions deleted while the user is logged on to CASMIS will become effective upon their next login.  Functions deleted from a profile in error cannot be restored; they must be entered as a new function assignment.

7.4 Role Explorer 

Role Explorer allows you to add, edit, and delete a Role.  A Role is a group of predefined Functions that are grouped to simplify user maintenance and improve overall system security.  CASMIS has preset roles that satisfy most organizations; however, organizations may add, edit, and delete most Roles or change Function assignments as required.  Roles that are marked with a lock icon may not be deleted or renamed; they are required by CASMIS.  All other Roles, identified by the person icon, are fully editable.
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New Roles may have to be added in the event the CASMIS default roles do not meet unique organizational requirements.  Add a new role by right clicking in the Role Explorer Tree View and selecting Add Role from the drop down menu to open the Role dialog box.  Complete the Role Name and Description fields and select OK to add the new role.  Before assigning functions to the new role, confirm that the Role Name and Description are correct.  The Role Name cannot be edited after it has been created and a role cannot be deleted if it has associated [image: image13.png]CASMIS - [Person - DISMUKE DAN]

Fle Vew Hep

L e ]
FinancielManagemert — =
e DESCH TERRIL Pasonicmaton | PT Alocatin| ChangePasswod | oy |
Gperations 4§ DESCOMBES ED
Sy oo RoeTenORE RcHeRD & Name ]
¥ DETTWILER DavID W e
[ DEWITTE AARON L Tite
K1z e &
4§ DICKENSON JacK T Type -]
§ DIETRICH RavMOND H et |
X Dionene £ R
§D\uz SHARON K T |
DIROCCO AOGER £
7 DISMUKE bAN 4B Labor Acet - |
)’(D\SMLIKE DAVE B Salary Locked ™
DOAN CHIH —
4 DoNaTELL GEOFFREY A =il dctive [V
I X poviE catHeRNE A Inital Password | coc Concel
X DROZ JOSHUA P

X ouncanroc
Y ounan camsToPHER's
§ DUNNING ROBERT K

§ oURDEN GAY

§ oUTCHER JAvES

X oveRrioEL

Y escn vy

§ E4RLY DWIGHT Kl

{ EssTen FRED

§ E0ENFIELD DEBBIE

§ EovUND ROBERT £

X EICHELSERGER MARK D
X euranavano
LT NarHan s

¥ ecor rethicks
{ eseuR

{ ecveLenoa

§ ENNULAT HeRoLD

FRVIN CARNL _';I
R B — 3

I [insae

Rstart || (] @ 9 B 0 ) || Blinbox-mi.. | Byciicashr... | Bsection7-..| [ Zcasms .. Bloocument... | Blpocument... | E1vahoot va..| [SLE@  za1em

yosoui




Functions or been assigned to a CASMIS user.

7.4.1 Editing a Role Description

Editing a role’s description may be necessary to accommodate unique business practices or changing business conditions.  Edit a role by right clicking on it in the Role Explorer Tree View and selecting Edit from the drop down menu to open the Role dialog box.  Make the required changes in the Description field and select OK.  The Role Name field is not editable.
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Deleting a Role
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Roles may be created erroneously or become obsolete as business practices change.  Delete a role by right clicking on it in the Role Explorer Tree View and selecting Delete Role from the drop down menu.  A role can only be deleted if all of its Functions have been deleted and the role is not currently assigned to any CASMIS users.  CASMIS will warn you if any Functions are currently assigned to the role or if it is assigned to users.  See the Deleting Functions and the Assigning Roles paragraphs of this section of the CASMIS User Guide for instructions on how to delete a function and deleting a role from a user’s role profile.
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7.4.3 Adding a Function

A Function is a pre-defined CASMIS privilege that may be assigned to a Role or user.  Assigning a Function to a Role grants the Function’s privileges to all users who have been assigned the Role, simplifying CASMIS security administration and burden.  CASMIS default Roles include Functions that should satisfy most organization’s requirements; however, Functions may be added and deleted at anytime.  Functions may not be edited.  Add a Function to a role by right clicking in the lower part of the Work Area and selecting New Assign Role from the drop down menu.  Select the appropriate Function from the Function Code drop down list and click in the appropriate check boxes to add View, Update, Add, and Delete permissions.  Note that View permission is automatically granted when Update, [image: image17.png]CASMIS - [Person - DISMUKE DAN]
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Add, or Delete permission is granted.  See the Person Explorer section of this guide for adding a Function to a user.

7.4.4 Editing a Function

CASMIS Functions are hard coded in the CASMIS Security module and may not be edited.  The permissions associated with a Function; however, may be edited at the Role or user level.  Editing permissions at the Role-level will affect all users who have been assigned the Role.  Edit Function permissions by right clicking on the Function in the lower part of the Work Area and selecting Edit Assign Roles from the drop down menu to open the Edit Assignments dialog box.  Select the appropriate permissions by checking or unchecking the View, Update, Add, or Delete check boxes. Note that View permission is automatically granted when Update, Add, or Delete permission is granted.  See the Person Explorer section of [image: image18.png]CASMIS - [Person - sries] M= 3
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this guide for editing a user’s Function permission.

7.4.5 Deleting a Function

Delete a Function by selecting its parent Role in the Tree View, right clicking on the Function in the lower part of the Role Explorer Work Area and selecting Delete from the drop down menu.  Deleting a Function from a Role deletes the permissions associated with the Function for all users who have been assigned the affected Role.  Functions deleted in error cannot be restored and must be assigned (created) as a new Function.  

7.5 [image: image19.png]CASMIS - [Person - DISMUKE DAN]

Flo View Person Help

£6C e ]

Fiancial Mansgemert — =
Progen Wenegenent xg\“mj\w FAOND BetsonInfomaton| IPT Alocaton| Change Password Secuy |
e
X DiRoCCD ROGER £
9§ DISMUKE DAN Project Role
Yosuconce e
X poan chl T00-Fe Coani At - QDM
§ ooweTeL seorrrey 4 1800 it bt P
X DOYLE CATHEINE & T00-Fe Casmis Adriisator - PAM Special
X oRoz i0sHuA P = |aoor o Securty Adninsttor
X Duncan i © rescal
§ DUNHAM CHRISTOPHER S 1100 Deleke roject Rol Assignments | processed User
4 ounnG RoBeRT K Tone g e
§ DURDEN BAY T00-Fe User
§ DUTCHER JAMES 100 - testing test Personnel Admiristiator
N X DVERJOEL
§ sk ThioTHY R
§ EARLY DWIGHT H1l
§ EAsTIaN FRED
§ EDENRELD DESBIE Person iieges
§ EDMUND ROBERT F
5 EICHELEERGER MARK D ‘Pv;\ET-:AFB ;unchﬁan = z\ew 5;@9 caa Se\ele
ELIKAN RYAN D e ook Setun
Lo it 1007 CESMSSecuipAd. Y Y vy
§ Lot ParRicKs
§ ELLsEILLR
§ ELvGLENDA
§ ENNULAT HeROLD
§ RviN CeRoL
§ ETHEREDGE DawN
§ ETHREDGE ARRON
§ vt Joe
§ EwELL ALeERT
§ FAIRCLOTH JaMES L 5
§ FAIRFIELD STEVE 3
FARMFR RIRIF § _';I Kl o8
R RS — 3 2
g
£l
I [Aszm

Astart || 1] @ =1 B D ) || linbox -micro... | Byaticasmisic... | E)section - sy...|[ Ecasmis - (p.. Epocumenti - .. | Ejpocumertz- .| [SE B e |




Role and Function Definitions

The CASMIS Security Administrator may assign users roles and functions.  A role is a preset group of CASMIS functions.  Their purpose is to better control user role and function assignments and increase system security.  The following tables list CASMIS’ preset roles.  In most cases these roles should satisfy user requirements.  The Role Table below lists each role’s functions, its privilege levels, and description.  The description also states whether the function is associated with users or administrators.

7.5.1 CASMIS Security Administrator Role Table

The CASMIS Security Administrator requires the Security Administrator role to satisfy all administrator requirements.  The Security Administrator functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	CASMIS Security Administration
	X
	X
	X
	X
	Ability to maintain CASMIS user security, reset passwords, and assign roles and CASMIS Functions to users.  (Admin)

	Security Role Explorer
	X
	X
	X
	X
	Ability to add/delete/edit roles and assign CASMIS Functions to roles.  (Admin)

	Security Person Explorer
	X
	X
	X
	 
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	CASMIS Setup
	X
	X
	X
	 
	Ability to maintain specific CASMIS system data, I.e., Program Names, Burden Rates and Password Change Frequency.  (Admin)

	Change Password
	X
	X
	X
	X
	Ability for an individual user to change their password.  (User)

	Organization Library
	X
	 
	 
	 
	Ability to view Brain Book for all projects in a read-only mode.  (User)

	LHAT Entry
	X
	X
	X
	X
	Ability for an individual to add/delete/edit their LHAT entries.  (User)

	OM HR Suspense Explorer
	X
	X
	X
	X
	Ability to add/edit suspenses.  (User)

	Change Requests Explorer
	X
	X
	X
	
	Ability for user to add/edit their change requests for CASMIS.  (User)

	Ad Hoc Reporting
	X
	X
	X
	X
	Ability to use the Ad Hoc Reporting feature.  (User)

	OM HR Suspense Administrator
	X
	X
	X
	
	Ability for a user to have the same suspense capabilities as their supervisor.  (User)


7.5.2 PM Administrator Role Table

The CASMIS PM Administrator requires the CASMIS PM Administrator role to satisfy all administrator requirements.  The PM Administrator functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	CASMIS Security Administration
	X
	X
	X
	X
	Ability to maintain CASMIS user security, reset passwords, and assign roles and CASMIS Functions to users.  (Admin)

	Brain Book Setup
	X
	X
	X
	X
	Ability to add/delete/edit Brain Book chapters, sub-chapters, document types, attribute types, and attribute value lists.  (Admin)

	Brain Book Home
	X
	
	
	
	Ability to add/delete/edit Brain Book document information for the selected program/project.  (User)

	Security Role Explorer
	X
	X
	X
	X
	Ability to add/delete/edit roles and assign CASMIS Functions to roles.  (Admin)

	Security Person Explorer
	X
	X
	X
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Project Explorer
	X
	X
	X
	
	Ability to add/delete/edit projects to the tree hierarchical structure.  (Admin)

	Change Password
	X
	X
	
	
	Ability for an individual user to change their password.  (User)

	Organization Library
	X
	X
	X
	X
	Ability to view Brain Book for all projects in a read-only mode.  (User)

	Organization Explorer
	X
	
	
	
	Ability to add/delete/edit SPO/ALC organizations.  (Admin)

	Organization Maintenance
	X
	
	
	
	Ability to add/delete/edit all users in the SPO/ALC and add/delete/edit all organizations.  (Admin)

	IPT Explorer
	X
	X
	X
	X
	Ability to add/delete/edit IPTs in the SPO/ALC.  (Admin)

	IPT Administration
	X
	
	
	
	Ability for an IPT lead (or IPT Administrator) to add/delete/edit users in their IPT and subordinate IPTs, add/delete/edit sub-ordinate IPTs, modify people information within those IPTs, and allocate time to those people.  (IPT Leads)

	LHAT Entry
	X
	X
	X
	X
	Ability for an individual to add/delete/edit their LHAT entries.  (User)

	FM Navigator
	X
	
	
	
	Access to the FM Navigator  (User)

	FM Project Budget Def.
	X
	
	
	
	Ability to add/modify/delete information on the Project Budget Summary screen  (User)

	FM Project Schedule
	X
	X
	X
	X
	Ability to add/modify/delete information on the Project Schedule screen  (User)

	FM Define Project
	X
	X
	X
	
	Ability to add/modify/delete information on the Define Project Screen  (User)

	FM Program Schedule
	X
	
	
	
	Ability to add/modify/delete information on the Program Schedule screen  (User)

	FM Project Relationships
	X
	X
	X
	X
	Ability to add/modify/delete Project Groups (NH relationships)  (User)

	FM Program Standards
	X
	
	
	
	Ability to add/modify/delete information on the Program Standards screen  (User)

	FM Presentation Workbench
	X
	
	
	
	Access to the Presentation workbench  (User)

	FM Reports
	X
	X
	X
	X
	Access to the Report Workbench  (User)

	OM Human Resources Setup
	X
	X
	X
	X
	Ability to add/edit/delete items needed for Suspense Explorer (suspense authorities, locations, priorities and status), and Travel Worksheets (special conveyances, TDY categories, TDY orders, transportation modes).  (Admin)

	Change Requests Explorer
	X
	X
	X
	
	Ability for user to add/edit their change requests for CASMIS.  (User)

	Ad Hoc Reporting
	X
	X
	X
	X
	Ability to use the Ad Hoc Reporting feature.  (User)

	Brain Book Extensions Engineering/Contract Change Proposal Form
	X
	
	
	
	Ability to add/delete/edit Engineering Change/Contract Change Proposals (ECPs/CCPs) for the selected program/project.  (User)

	Brain Book Extensions Essential Employment Key Parameter Form
	X
	
	
	
	Ability to edit Essential Employment Key Parameters grades for each month for the selected program/project.  (User)

	Brain Book Extensions FM Schedule Form
	X
	
	
	
	Ability to add/delete/edit individual tasks to build the Presentation schedule and/or to import a Microsoft Project 98 file to build the Presentation schedule.  Additionally gives the ability to view the imported (and filtered) schedule in Microsoft Project.  (User)

	Brain Book Extensions Key Issue Form
	X
	
	
	
	Ability to add/delete/edit program/project Key Issues for the selected program/project.  (User)

	Brain Book Extensions Obligation and Expenditure Summary Report
	X
	
	
	
	Ability to view obligations and expenditures by selectable FY for the selected project.  (User)

	Brain Book Extensions Overall Status Form
	X
	
	
	
	Ability to edit overall program/project status for each month.  (User)

	Brain Book Extensions Program Managers' Assessment Form
	X
	
	
	
	Ability to edit overall program/project status for each month for the selected program/project.  (User)

	Brain Book Extensions Sustainment Key Parameter Form
	X
	
	
	
	Ability to edit project sustainment key parameters for the selected program/project.  (User)

	Brain Book Extensions Team Membership Form
	X
	
	
	
	Ability to view IPT time of people assigned to the IPT for the past month and for the last 12 months.  (User)

	Brain Book Extensions Research and Development
	X
	
	
	
	Ability to add/delete/edit project performance, cost, schedule and other key parameters for the selected program/project.  (User)

	Brain Book Extensions Maintenance
	X
	X
	X
	X
	Ability to add/delete/edit/archive parameter types in Brain Book Extension screens.  (Admin)

	OM HR Suspense Administrator
	X
	X
	X
	X
	Ability for a user to have the same suspense capabilities as their supervisor.  (User)


7.5.3 Program Manager Role Table

Program Managers require the Program Manager role to satisfy all manager requirements.  The Program Manager functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	Brain Book Home
	X
	X
	X
	X
	Ability to add/delete/edit Brain Book document information for the selected program/project.  (User)

	Security Person Explorer
	X
	X
	
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Project Explorer
	X
	
	
	
	Ability to add/delete/edit projects to the tree hierarchical structure.  (Admin)

	Change Password
	X
	X
	
	
	Ability for an individual user to change their password.  (User)

	Organization Library
	X
	
	
	
	Ability to view Brain Book for all projects in a read-only mode.  (User)

	Organization Explorer
	X
	
	
	
	Ability to add/delete/edit SPO/ALC organizations.  (Admin)

	IPT Explorer
	X
	
	
	
	Ability to add/delete/edit IPTs in the SPO/ALC.  (Admin)

	IPT Administration
	X
	X
	X
	X
	Ability for an IPT lead (or IPT Administrator) to add/delete/edit users in their IPT and subordinate IPTs, add/delete/edit sub-ordinate IPTs, modify people information within those IPTs, and allocate time to those people.  (IPT Leads)

	IPT Maintenance
	X
	
	
	
	Ability to add/delete/edit IPTs, people and IPT allocations.  (Admin)

	LHAT Entry
	X
	X
	X
	X
	Ability for an individual to add/delete/edit their LHAT entries.  (User)

	FM Navigator
	X
	
	
	
	Access to the FM Navigator  (User)

	FM Budget Execution
	X
	
	
	
	Access to Execution Screens (Summary, Init/Commit, Obligation, Expenditures)  (User)

	FM Forecast Baseline
	X
	
	
	
	Authority to baseline a Working Forecast Event  (User)

	FM Forecast Events
	X
	
	
	
	Ability to add/modify/delete Forecast transactions  (User)

	FM Forecast Summary
	X
	
	
	
	Ability to add/modify/delete information on the Forecast Summary Screen  (User)

	FM Project Budget Def.
	X
	
	
	
	Ability to add/modify/delete information on the Project Budget Summary screen  (User)

	FM Project Schedule
	X
	X
	X
	X
	Ability to add/modify/delete information on the Project Schedule screen  (User)

	FM Program Budget Def.
	X
	
	
	
	Ability to add/modify/delete information on the Program Budget Summary screen  (User)

	FM Define Program
	X
	
	
	
	Ability to add/modify/delete information on the Define Program Screen  (User)

	FM Program Budget Alloc.
	X
	
	
	
	Ability to add/modify/delete information on the Allocate Budget screen  (User)

	FM Define Project
	X
	
	
	
	Ability to add/modify/delete information on the Define Project Screen  (User)

	FM Program Schedule
	X
	X
	X
	X
	Ability to add/modify/delete information on the Program Schedule screen  (User)

	FM Project Relationships
	X
	X
	X
	X
	Ability to add/modify/delete Project Groups (NH relationships)  (User)

	FM Presentation Workbench
	X
	X
	X
	
	Access to the Presentation workbench  (User)

	FM Reports
	X
	X
	
	
	Access to the Report Workbench  (User)

	OM HR Suspense Explorer
	X
	X
	X
	
	Ability to add/edit suspenses.  (User)

	OM HR Travel Worksheet Explorer
	X
	X
	X
	X
	Ability to add/edit/delete travel worksheets.  (User)

	OM HR Travel Worksheet Supervisor
	X
	
	
	
	Ability for supervisor to view travel worksheets of individuals assigned to his/her supervision.  (Supervisor)

	Change Requests Explorer
	X
	X
	X
	
	Ability for user to add/edit their change requests for CASMIS.  (User)

	FM Contract Definition
	X
	
	
	
	Ability to add/modify/delete a Contract and its transactions  (User)

	Ad Hoc Reporting
	X
	X
	X
	X
	Ability to use the Ad Hoc Reporting feature.  (User)

	Brain Book Extensions Engineering/Contract Change Proposal Form
	X
	X
	X
	X
	Ability to add/delete/edit Engineering Change/Contract Change Proposals (ECPs/CCPs) for the selected program/project.  (User)

	Brain Book Extensions Essential Employment Key Parameter Form
	X
	X
	X
	
	Ability to edit Essential Employment Key Parameters grades for each month for the selected program/project.  (User)

	Brain Book Extensions FM Schedule Form
	X
	X
	X
	X
	Ability to add/delete/edit individual tasks to build the Presentation schedule and/or to import a Microsoft Project 98 file to build the Presentation schedule.  Additionally gives the ability to view the imported (and filtered) schedule in Microsoft Project.  (User)

	Brain Book Extensions Key Issue Form
	X
	X
	X
	X
	Ability to add/delete/edit program/project Key Issues for the selected program/project.  (User)

	Brain Book Extensions Obligation and Expenditure Summary Report
	X
	X
	
	
	Ability to view obligations and expenditures by selectable FY for the selected project.  (User)

	Brain Book Extensions Overall Status Form
	X
	X
	
	
	Ability to edit overall program/project status for each month.  (User)

	Brain Book Extensions Program Managers' Assessment Form
	X
	X
	
	
	Ability to edit overall program/project status for each month for the selected program/project.  (User)

	Brain Book Extensions Sustainment Key Parameter Form
	X
	X
	
	
	Ability to edit project sustainment key parameters for the selected program/project.  (User)

	Brain Book Extensions Team Membership Form
	X
	X
	
	
	Ability to view IPT time of people assigned to the IPT for the past month and for the last 12 months.  (User)

	Brain Book Extensions Research and Development
	X
	X
	X
	X
	Ability to add/delete/edit project performance, cost, schedule and other key parameters for the selected program/project.  (User)


7.5.4 Financial Manager Role Table

Financial Managers requires the Financial Manager role to satisfy all manager requirements.  The Financial Manager functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	Brain Book Home
	X
	X
	X
	X
	Ability to add/delete/edit Brain Book document information for the selected program/project.  (User)

	Security Person Explorer
	X
	X
	
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Project Explorer
	X
	
	
	
	Ability to add/delete/edit projects to the tree hierarchical structure.  (Admin)

	Change Password
	X
	X
	
	
	Ability for an individual user to change their password.  (User)

	Organization Library
	X
	
	
	
	Ability to view Brain Book for all projects in a read-only mode.  (User)

	Organization Explorer
	X
	
	
	
	Ability to add/delete/edit SPO/ALC organizations.  (Admin)

	IPT Explorer
	X
	
	
	
	Ability to add/delete/edit IPTs in the SPO/ALC.  (Admin)

	LHAT Entry
	X
	X
	X
	X
	Ability for an individual to add/delete/edit their LHAT entries.  (User)

	FM Navigator
	X
	X
	X
	X
	Access to the FM Navigator  (User)

	FM CPAS/BQ Summary
	X
	X
	
	
	Access to the CPAS/BQ summary screen  (User)

	FM Budget Execution
	X
	X
	X
	X
	Access to Execution Screens (Summary, Init/Commit, Obligation, Expenditures)  (User)

	FM Forecast Baseline
	X
	X
	X
	X
	Authority to baseline a Working Forecast Event  (User)

	FM Forecast Events
	X
	X
	X
	X
	Ability to add/modify/delete Forecast transactions  (User)

	FM Forecast Summary
	X
	X
	X
	X
	Ability to add/modify/delete information on the Forecast Summary Screen  (User)

	FM Project Budget Def.
	X
	X
	X
	X
	Ability to add/modify/delete information on the Project Budget Summary screen  (User)

	FM Project Schedule
	X
	X
	X
	X
	Ability to add/modify/delete information on the Project Schedule screen  (User)

	FM Reconciliation
	X
	X
	
	
	Ability to force reconcile an execution document  (User)

	FM Program Budget Def.
	X
	X
	X
	X
	Ability to add/modify/delete information on the Program Budget Summary screen  (User)

	FM Define Program
	X
	X
	X
	X
	Ability to add/modify/delete information on the Define Program Screen  (User)

	FM Program Budget Alloc.
	X
	X
	X
	X
	Ability to add/modify/delete information on the Allocate Budget screen  (User)

	FM Define Project
	X
	X
	X
	X
	Ability to add/modify/delete information on the Define Project Screen  (User)

	FM Program Schedule
	X
	X
	X
	X
	Ability to add/modify/delete information on the Program Schedule screen  (User)

	FM Project Relationships
	X
	X
	X
	X
	Ability to add/modify/delete Project Groups (NH relationships)  (User)

	FM Program Standards
	X
	
	
	
	Ability to add/modify/delete information on the Program Standards screen  (User)

	FM Presentation Workbench
	X
	X
	X
	
	Access to the Presentation workbench  (User)

	FM Setup
	X
	
	
	
	Ability to add/modify/delete information on the FM Setup Screen  (Admin)

	FM Reports
	X
	X
	X
	X
	Access to the Report Workbench  (User)

	OM HR Suspense Explorer
	X
	X
	X
	
	Ability to add/edit suspenses.  (User)

	OM HR Travel Worksheet Explorer
	X
	X
	X
	X
	Ability to add/edit/delete travel worksheets.  (User)

	Change Requests Explorer
	X
	X
	X
	
	Ability for user to add/edit their change requests for CASMIS.  (User)

	FM Contract Definition
	X
	X
	X
	X
	Ability to add/modify/delete a Contract and its transactions  (User)

	Ad Hoc Reporting
	X
	X
	X
	X
	Ability to use the Ad Hoc Reporting feature.  (User)

	Brain Book Extensions FM Schedule Form
	X
	X
	X
	X
	Ability to add/delete/edit individual tasks to build the Presentation schedule and/or to import a Microsoft Project 98 file to build the Presentation schedule.  Additionally gives the ability to view the imported (and filtered) schedule in Microsoft Project.  (User)

	Brain Book Extensions Key Issue Form
	X
	X
	X
	X
	Ability to add/delete/edit program/project Key Issues for the selected program/project.  (User)

	Brain Book Extensions Obligation and Expenditure Summary Report
	X
	X
	
	
	Ability to view obligations and expenditures by selectable FY for the selected project.  (User)

	Brain Book Extensions Overall Status Form
	X
	X
	
	
	Ability to edit overall program/project status for each month.  (User)

	Brain Book Extensions Program Managers' Assessment Form
	X
	X
	
	
	Ability to edit overall program/project status for each month for the selected program/project.  (User)


7.5.5 Contracting Manager Role Table

Contracting Managers require the Contracting Manager/Buyer role to satisfy all manager requirements.  The Contract Manager functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	Brain Book Home
	X
	X
	X
	X
	Ability to add/delete/edit Brain Book document information for the selected program/project.  (User)

	Security Person Explorer
	X
	X
	
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Project Explorer
	X
	
	
	
	Ability to add/delete/edit projects to the tree hierarchical structure.  (Admin)

	Change Password
	X
	X
	
	
	Ability for an individual user to change their password.  (User)

	Organization Library
	X
	
	
	
	Ability to view Brain Book for all projects in a read-only mode.  (User)

	Organization Explorer
	X
	
	
	
	Ability to add/delete/edit SPO/ALC organizations.  (Admin)

	IPT Explorer
	X
	
	
	
	Ability to add/delete/edit IPTs in the SPO/ALC.  (Admin)

	LHAT Entry
	X
	X
	X
	X
	Ability for an individual to add/delete/edit their LHAT entries.  (User)

	FM Navigator
	X
	
	
	
	Access to the FM Navigator  (User)

	FM Budget Execution
	X
	
	
	
	Access to Execution Screens (Summary, Init/Commit, Obligation, Expenditures)  (User)

	FM Forecast Baseline
	X
	
	
	
	Authority to baseline a Working Forecast Event  (User)

	FM Forecast Events
	X
	
	
	
	Ability to add/modify/delete Forecast transactions  (User)

	FM Forecast Summary
	X
	
	
	
	Ability to add/modify/delete information on the Forecast Summary Screen  (User)

	FM Project Budget Def.
	X
	
	
	
	Ability to add/modify/delete information on the Project Budget Summary screen  (User)

	FM Project Schedule
	X
	
	
	
	Ability to add/modify/delete information on the Project Schedule screen  (User)

	FM Program Budget Def.
	X
	
	
	
	Ability to add/modify/delete information on the Program Budget Summary screen  (User)

	FM Define Program
	X
	
	
	
	Ability to add/modify/delete information on the Define Program Screen  (User)

	FM Program Budget Alloc.
	X
	
	
	
	Ability to add/modify/delete information on the Allocate Budget screen  (User)

	FM Define Project
	X
	
	
	
	Ability to add/modify/delete information on the Define Project Screen  (User)

	FM Program Schedule
	X
	
	
	
	Ability to add/modify/delete information on the Program Schedule screen  (User)

	FM Project Relationships
	X
	
	
	
	Ability to add/modify/delete Project Groups (NH relationships)  (User)

	FM Program Standards
	X
	
	
	
	Ability to add/modify/delete information on the Program Standards screen  (User)

	FM Presentation Workbench
	X
	X
	X
	
	Access to the Presentation workbench  (User)

	FM Reports
	X
	X
	
	
	Access to the Report Workbench  (User)

	OM HR Suspense Explorer
	X
	X
	X
	X
	Ability to add/edit suspenses.  (User)

	OM HR Travel Worksheet Explorer
	X
	X
	X
	X
	Ability to add/edit/delete travel worksheets.  (User)

	Change Requests Explorer
	X
	X
	X
	
	Ability for user to add/edit their change requests for CASMIS.  (User)

	FM Contract Definition
	X
	X
	X
	X
	Ability to add/modify/delete a Contract and its transactions  (User)

	Ad Hoc Reporting
	X
	X
	X
	X
	Ability to use the Adhoc Reporting feature.  (User)

	Brain Book Extensions Engineering/Contract Change Proposal Form
	X
	X
	X
	X
	Ability to add/delete/edit Engineering Change/Contract Change Proposals (ECPs/CCPs) for the selected program/project.  (User)

	Brain Book Extensions Essential Employment Key Parameter Form
	X
	
	
	
	Ability to edit Essential Employment Key Parameters grades for each month for the selected program/project.  (User)

	Brain Book Extensions FM Schedule Form
	X
	
	
	
	Ability to add/delete/edit individual tasks to build the Presentation schedule and/or to import a Microsoft Project 98 file to build the Presentation schedule.  Additionally gives the ability to view the imported (and filtered) schedule in Microsoft Project.  (User)

	Brain Book Extensions Key Issue Form
	X
	X
	X
	X
	Ability to add/delete/edit program/project Key Issues for the selected program/project.  (User)

	Brain Book Extensions Obligation and Expenditure Summary Report
	X
	X
	
	
	Ability to view obligations and expenditures by selectable FY for the selected project.  (User)

	Brain Book Extensions Overall Status Form
	X
	X
	
	
	Ability to edit overall program/project status for each month.  (User)

	Brain Book Extensions Program Managers' Assessment Form
	X
	X
	
	
	Ability to edit overall program/project status for each month for the selected program/project.  (User)

	Brain Book Extensions Research and Development
	X
	
	
	
	Ability to add/delete/edit project performance, cost, schedule and other key parameters for the selected program/project.  (User)


7.5.6 CASMIS OM Administrator Role Table

The CASMS OM Administrator requires the OM Administrator role to satisfy all OM Administrator requirements.  The OM Administrator functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	CASMIS Security Administration
	X
	X
	X
	X
	Ability to maintain CASMIS user security, reset passwords, and assign roles and CASMIS Functions to users.  (Admin)

	Brain Book Setup
	X
	X
	X
	
	Ability to add/delete/edit Brain Book chapters, sub-chapters, document types, attribute types, and attribute value lists.  (Admin)

	Brain Book Home
	X
	
	
	
	Ability to add/delete/edit Brain Book document information for the selected program/project.  (User)

	Security Role Explorer
	X
	X
	X
	X
	Ability to add/delete/edit roles and assign CASMIS Functions to roles.  (Admin)

	Security Person Explorer
	X
	X
	X
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Project Explorer
	X
	X
	X
	X
	Ability to add/delete/edit projects to the tree hierarchical structure.  (Admin)

	CASMIS Setup
	X
	X
	X
	X
	Ability to maintain specific CASMIS system data, I.e., Program Names, Burden Rates and Password Change Frequency.  (Admin)

	Change Password
	X
	X
	
	
	Ability for an individual user to change their password.  (User)

	Organization Library
	X
	
	
	
	Ability to view Brain Book for all projects in a read-only mode.  (User)

	Process/Activity Explorer
	X
	X
	X
	X
	Ability to add/delete/edit processes and associated activities.  (Admin)

	Organization Explorer
	X
	X
	X
	X
	Ability to add/delete/edit SPO/ALC organizations.  (Admin)

	Organization Maintenance
	X
	X
	X
	X
	Ability to add/delete/edit all users in the SPO/ALC and add/delete/edit all organizations.  (Admin)

	Organization Administration
	X
	X
	X
	X
	Ability for an organization supervisor to add/delete/edit users in their organization and subordinate organizations.  (2/3/4 Letter Chiefs)

	ABC Setup
	X
	X
	X
	X
	Ability to add/delete/edit ABC setup data, e.g. Labor and Travel Resource Codes.  (Admin)

	Cost Object Explorer
	X
	X
	X
	X
	Ability to add/delete/edit cost objects.  (Admin)

	Event Explorer
	X
	X
	X
	X
	Ability to maintain special events, recurring activities.  (Admin)

	IPT Explorer
	X
	X
	X
	X
	Ability to add/delete/edit IPTs in the SPO/ALC.  (Admin)

	IPT Administration
	X
	X
	X
	X
	Ability for an IPT lead (or IPT Administrator) to add/delete/edit users in their IPT and subordinate IPTs, add/delete/edit sub-ordinate IPTs, modify people information within those IPTs, and allocate time to those people.  (IPT Leads)

	IPT Maintenance
	X
	X
	X
	X
	Ability to add/delete/edit IPTs, people and IPT allocations.  (Admin)

	OROS Export Explorer
	X
	X
	X
	X
	Ability to export OROS data from CASMIS to formatted files.  (Admin)

	LHAT Entry
	X
	X
	X
	X
	Ability for an individual to add/delete/edit their LHAT entries.  (User)

	FM Navigator
	X
	
	
	
	Access to the FM Navigator  (User)

	FM CPAS/BQ Summary
	X
	
	
	
	Access to the CPAS/BQ summary screen  (User)

	FM Budget Execution
	X
	
	
	
	Access to Execution Screens (Summary, Init/Commit, Obligation, Expenditures)  (User)

	FM Forecast Baseline
	X
	
	
	
	Authority to baseline a Working Forecast Event  (User)

	FM Forecast Events
	X
	
	
	
	Ability to add/modify/delete Forecast transactions  (User)

	FM Forecast Summary
	X
	
	
	
	Ability to add/modify/delete information on the Forecast Summary Screen  (User)

	FM Project Budget Def.
	X
	
	
	
	Ability to add/modify/delete information on the Project Budget Summary screen  (User)

	FM Project Schedule
	X
	
	
	
	Ability to add/modify/delete information on the Project Schedule screen  (User)

	FM Maintain LLFC
	X
	
	
	
	Ability to modify information on the Maintain LLFC Screen  (Admin)

	FM Reconciliation
	X
	
	
	
	Ability to force reconcile an execution document  (User)

	FM Program Budget Def.
	X
	
	
	
	Ability to add/modify/delete information on the Program Budget Summary screen  (User)

	FM Define Program
	X
	
	
	
	Ability to add/modify/delete information on the Define Program Screen  (User)

	FM Program Budget Alloc.
	X
	
	
	
	Ability to add/modify/delete information on the Allocate Budget screen  (User)

	FM Define Project
	X
	
	
	
	Ability to add/modify/delete information on the Define Project Screen  (User)

	FM Program Schedule
	X
	
	
	
	Ability to add/modify/delete information on the Program Schedule screen  (User)

	FM Project Relationships
	X
	
	
	
	Ability to add/modify/delete Project Groups (NH relationships)  (User)

	FM Program Standards
	X
	
	
	
	Ability to add/modify/delete information on the Program Standards screen  (User)

	FM Presentation Workbench
	X
	
	
	
	Access to the Presentation workbench  (User)

	FM Setup
	X
	
	
	
	Ability to add/modify/delete information on the FM Setup Screen  (Admin)

	FM Reports
	X
	
	
	
	Access to the Report Workbench  (User)

	OM Human Resources Setup
	X
	X
	X
	X
	Ability to add/edit/delete items needed for Suspense Explorer (suspense authorities, locations, priorities and status), and Travel Worksheets (special conveyances, TDY categories, TDY orders, transportation modes).  (Admin)

	OM HR Suspense Explorer
	X
	X
	X
	X
	Ability to add/edit suspenses.  (User)

	OM HR Travel Worksheet Explorer
	X
	X
	X
	X
	Ability to add/edit/delete travel worksheets.  (User)

	OM HR Travel Worksheet Supervisor
	X
	X
	X
	X
	Ability for supervisor to view travel worksheets of individuals assigned to his/her supervision.  (Supervisor)

	Change Requests Explorer
	X
	X
	X
	
	Ability for user to add/edit their change requests for CASMIS.  (User)

	OOM HR Additional Duties Explorer
	X
	X
	X
	X
	Ability to add/edit/delete additional duties and assign primaries and alternates.  (Admin)

	FM Contract Definition
	X
	
	
	
	Ability to add/modify/delete a Contract and its transactions  (User)

	Adhoc Reporting
	X
	X
	X
	X
	Ability to use the Adhoc Reporting feature.  (User)

	Brain Book Extensions Engineering/Contract Change Proposal Form
	X
	
	
	
	Ability to add/delete/edit Engineering Change/Contract Change Proposals (ECPs/CCPs) for the selected program/project.  (User)

	Brain Book Extensions Essential Employment Key Parameter Form
	X
	
	
	
	Ability to edit Essential Employment Key Parameters grades for each month for the selected program/project.  (User)

	Brain Book Extensions FM Schedule Form
	X
	
	
	
	Ability to add/delete/edit individual tasks to build the Presentation schedule and/or to import a Microsoft Project 98 file to build the Presentation schedule.  Additionally gives the ability to view the imported (and filtered) schedule in Microsoft Project.  (User)

	Brain Book Extensions Key Issue Form
	X
	
	
	
	Ability to add/delete/edit program/project Key Issues for the selected program/project.  (User)

	Brain Book Extensions Obligation and Expenditure Summary Report
	X
	
	
	
	Ability to view obligations and expenditures by selectable FY for the selected project.  (User)

	Brain Book Extensions Overall Status Form
	X
	
	
	
	Ability to edit overall program/project status for each month.  (User)

	Brain Book Extensions Program Managers' Assessment Form
	X
	
	
	
	Ability to edit overall program/project status for each month for the selected program/project.  (User)

	Brain Book Extensions Sustainment Key Parameter Form
	X
	
	
	
	Ability to edit project sustainment key parameters for the selected program/project.  (User)

	Brain Book Extensions Team Membership Form
	X
	
	
	
	Ability to view IPT time of people assigned to the IPT for the past month and for the last 12 months.  (User)

	Brain Book Extensions Research and Development
	X
	
	
	
	Ability to add/delete/edit project performance, cost, schedule and other key parameters for the selected program/project.  (User)

	Brain Book Extensions Maintenance
	X
	
	
	
	Ability to add/delete/edit/archive parameter types in Brain Book Extension screens.  (Admin)

	OM HR Suspense Administrator
	X
	X
	X
	X
	Ability for a user to have the same suspense capabilities as their supervisor.  (User)


7.5.7 CASMIS FM Administrator Role Table

The CASMIS FM Administrator requires the FM Administrator role to satisfy all FM Administrator requirements.  The FM Administrator functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	CASMIS Security Administration
	X
	X
	X
	X
	Ability to maintain CASMIS user security, reset passwords, and assign roles and CASMIS Functions to users.  (Admin)

	Brain Book Setup
	X
	
	
	
	Ability to add/delete/edit Brain Book chapters, sub-chapters, document types, attribute types, and attribute value lists.  (Admin)

	Brain Book Home
	X
	
	
	
	Ability to add/delete/edit Brain Book document information for the selected program/project.  (User)

	Security Role Explorer
	X
	X
	X
	X
	Ability to add/delete/edit roles and assign CASMIS Functions to roles.  (Admin)

	Security Person Explorer
	X
	X
	X
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Project Explorer
	X
	X
	X
	X
	Ability to add/delete/edit projects to the tree hierarchical structure.  (Admin)

	CASMIS Setup
	X
	X
	X
	X
	Ability to maintain specific CASMIS system data, I.e., Program Names, Burden Rates and Password Change Frequency.  (Admin)

	Change Password
	X
	X
	
	
	Ability for an individual user to change their password.  (User)

	Organization Library
	X
	
	
	
	Ability to view Brain Book for all projects in a read-only mode.  (User)

	Organization Maintenance
	X
	
	
	
	Ability to add/delete/edit all users in the SPO/ALC and add/delete/edit all organizations.  (Admin)

	Cost Object Explorer
	X
	
	
	
	Ability to add/delete/edit cost objects.  (Admin)

	IPT Explorer
	X
	
	
	
	Ability to add/delete/edit IPTs in the SPO/ALC.  (Admin)

	IPT Administration
	X
	
	
	
	Ability for an IPT lead (or IPT Administrator) to add/delete/edit users in their IPT and subordinate IPTs, add/delete/edit sub-ordinate IPTs, modify people information within those IPTs, and allocate time to those people.  (IPT Leads)

	LHAT Entry
	X
	X
	X
	X
	Ability for an individual to add/delete/edit their LHAT entries.  (User)

	FM Navigator
	X
	X
	X
	X
	Access to the FM Navigator  (User)

	FM CPAS/BQ Summary
	X
	X
	X
	X
	Access to the CPAS/BQ summary screen  (User)

	FM Budget Execution
	X
	X
	X
	X
	Access to Execution Screens (Summary, Init/Commit, Obligation, Expenditures)  (User)

	FM Forecast Baseline
	X
	X
	X
	X
	Authority to baseline a Working Forecast Event  (User)

	FM Forecast Events
	X
	X
	X
	X
	Ability to add/modify/delete Forecast transactions  (User)

	FM Forecast Summary
	X
	X
	X
	X
	Ability to add/modify/delete information on the Forecast Summary Screen  (User)

	FM Project Budget Def.
	X
	X
	X
	X
	Ability to add/modify/delete information on the Project Budget Summary screen  (User)

	FM Project Schedule
	X
	X
	X
	X
	Ability to add/modify/delete information on the Project Schedule screen  (User)

	FM Maintain LLFC
	X
	X
	X
	X
	Ability to modify information on the Maintain LLFC Screen  (Admin)

	FM Reconciliation
	X
	X
	X
	X
	Ability to force reconcile an execution document  (User)

	FM Program Budget Def.
	X
	X
	X
	X
	Ability to add/modify/delete information on the Program Budget Summary screen  (User)

	FM Define Program
	X
	X
	X
	X
	Ability to add/modify/delete information on the Define Program Screen  (User)

	FM Program Budget Alloc.
	X
	X
	X
	X
	Ability to add/modify/delete information on the Allocate Budget screen  (User)

	FM Define Project
	X
	X
	X
	X
	Ability to add/modify/delete information on the Define Project Screen  (User)

	FM Program Schedule
	X
	X
	X
	X
	Ability to add/modify/delete information on the Program Schedule screen  (User)

	FM Project Relationships
	X
	X
	X
	X
	Ability to add/modify/delete Project Groups (NH relationships)  (User)

	FM Program Standards
	X
	X
	X
	X
	Ability to add/modify/delete information on the Program Standards screen  (User)

	FM Presentation Workbench
	X
	X
	X
	X
	Access to the Presentation workbench  (User)

	FM Setup
	X
	X
	X
	X
	Ability to add/modify/delete information on the FM Setup Screen  (Admin)

	FM Reports
	X
	X
	X
	X
	Access to the Report Workbench  (User)

	OM Human Resources Setup
	X
	
	
	
	Ability to add/edit/delete items needed for Suspense Explorer (suspense authorities, locations, priorities and status), and Travel Worksheets (special conveyances, TDY categories, TDY orders, transportation modes).  (Admin)

	Change Requests Explorer
	X
	X
	X
	
	Ability for user to add/edit their change requests for CASMIS.  (User)

	OM HR Additional Duties Explorer
	X
	
	
	
	Ability to add/edit/delete additional duties and assign primaries and alternates.  (Admin)

	FM Contract Definition
	X
	X
	X
	X
	Ability to add/modify/delete a Contract and its transactions  (User)

	Adhoc Reporting
	X
	X
	X
	X
	Ability to use the Adhoc Reporting feature.  (User)

	Out-Processing Explorer
	X
	X
	X
	
	Ability to add/edit out-processing information.  (User)

	Brain Book Extensions Engineering/Contract Change Proposal Form
	X
	
	
	
	Ability to add/delete/edit Engineering Change/Contract Change Proposals (ECPs/CCPs) for the selected program/project.  (User)

	Brain Book Extensions Essential Employment Key Parameter Form
	X
	
	
	
	Ability to edit Essential Employment Key Parameters grades for each month for the selected program/project.  (User)

	Brain Book Extensions FM Schedule Form
	X
	
	
	
	Ability to add/delete/edit individual tasks to build the Presentation schedule and/or to import a Microsoft Project 98 file to build the Presentation schedule.  Additionally gives the ability to view the imported (and filtered) schedule in Microsoft Project.  (User)

	Brain Book Extensions Key Issue Form
	X
	
	
	
	Ability to add/delete/edit program/project Key Issues for the selected program/project.  (User)

	Brain Book Extensions Obligation and Expenditure Summary Report
	X
	
	
	
	Ability to view obligations and expenditures by selectable FY for the selected project.  (User)

	Brain Book Extensions Overall Status Form
	X
	
	
	
	Ability to edit overall program/project status for each month.  (User)

	Brain Book Extensions Program Managers' Assessment Form
	X
	
	
	
	Ability to edit overall program/project status for each month for the selected program/project.  (User)

	Brain Book Extensions Sustainment Key Parameter Form
	X
	
	
	
	Ability to edit project sustainment key parameters for the selected program/project.  (User)

	Brain Book Extensions Team Membership Form
	X
	
	
	
	Ability to view IPT time of people assigned to the IPT for the past month and for the last 12 months.  (User)

	Brain Book Extensions Research and Development
	X
	
	
	
	Ability to add/delete/edit project performance, cost, schedule and other key parameters for the selected program/project.  (User)

	Brain Book Extensions Maintenance
	X
	
	
	
	Ability to add/delete/edit/archive parameter types in Brain Book Extension screens.  (Admin)


7.5.8 Personnel Manager Role Table

A personnel manager requires the Personnel Manager role to satisfy all manager requirements.  The Personnel Manager functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	Brain Book Home
	X
	X
	X
	X
	Ability to add/delete/edit Brain Book document information for the selected program/project.  (User)

	Security Role Explorer
	X
	X
	X
	X
	Ability to add/delete/edit roles and assign CASMIS Functions to roles.  (Admin)

	Security Person Explorer
	X
	X
	X
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Project Explorer
	X
	X
	X
	X
	Ability to add/delete/edit projects to the tree hierarchical structure.  (Admin)

	CASMIS Setup
	X
	
	
	
	Ability to maintain specific CASMIS system data, I.e., Program Names, Burden Rates and Password Change Frequency.  (Admin)

	Change Password
	X
	X
	
	
	Ability for an individual user to change their password.  (User)

	Organization Library
	X
	
	
	
	Ability to view Brain Book for all projects in a read-only mode.  (User)

	Process/Activity Explorer
	X
	X
	X
	X
	Ability to add/delete/edit processes and associated activities.  (Admin)

	Organization Explorer
	X
	X
	X
	X
	Ability to add/delete/edit SPO/ALC organizations.  (Admin)

	Organization Maintenance
	X
	X
	X
	X
	Ability to add/delete/edit all users in the SPO/ALC and add/delete/edit all organizations.  (Admin)

	Organization Administration
	X
	X
	X
	X
	Ability for an organization supervisor to add/delete/edit users in their organization and subordinate organizations.  (2/3/4 Letter Chiefs)

	ABC Setup
	X
	
	
	
	Ability to add/delete/edit ABC setup data, e.g. Labor and Travel Resource Codes.  (Admin)

	Cost Object Explorer
	X
	
	
	
	Ability to add/delete/edit cost objects.  (Admin)

	Event Explorer
	X
	
	
	
	Ability to maintain special events, recurring activities.  (Admin)

	IPT Explorer
	X
	X
	X
	X
	Ability to add/delete/edit IPTs in the SPO/ALC.  (Admin)

	IPT Administration
	X
	
	
	
	Ability for an IPT lead (or IPT Administrator) to add/delete/edit users in their IPT and subordinate IPTs, add/delete/edit sub-ordinate IPTs, modify people information within those IPTs, and allocate time to those people.  (IPT Leads)

	IPT Maintenance
	X
	X
	X
	X
	Ability to add/delete/edit IPTs, people and IPT allocations.  (Admin)

	OROS Export Explorer
	X
	X
	X
	X
	Ability to export OROS data from CASMIS to formatted files.  (Admin)

	LHAT Entry
	X
	X
	X
	X
	Ability for an individual to add/delete/edit their LHAT entries.  (User)

	OOM Human Resources Setup
	X
	
	
	
	Ability to add/edit/delete items needed for Suspense Explorer (suspense authorities, locations, priorities and status), and Travel Worksheets (special conveyances, TDY categories, TDY orders, transportation modes).  (Admin)

	OM HR Suspense Explorer
	X
	X
	X
	
	Ability to add/edit suspenses.  (User)

	OM HR Travel Worksheet Explorer
	X
	X
	X
	X
	Ability to add/edit/delete travel worksheets.  (User)

	Change Requests Explorer
	X
	X
	X
	
	Ability for user to add/edit their change requests for CASMIS.  (User)

	OM HR Additional Duties Explorer
	X
	X
	X
	X
	Ability to add/edit/delete additional duties and assign primaries and alternates.  (Admin)

	Adhoc Reporting
	X
	X
	X
	X
	Ability to use the Adhoc Reporting feature.  (User)


7.5.9 Two, Three, and Four Letter Chief Role Table

All Two, Three, and Four Letter Chiefs require the 2/3/4 Letter Chief role to satisfy their responsibilities.  The 2/3/4 Letter Chiefs functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	Brain Book Home
	X
	
	
	
	Ability to add/delete/edit Brain Book document information for the selected program/project.  (User)

	Security Person Explorer
	X
	X
	
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Project Explorer
	X
	
	
	
	Ability to add/delete/edit projects to the tree hierarchical structure.  (Admin)

	Change Password
	X
	X
	
	
	Ability for an individual user to change their password.  (User)

	Organization Library
	X
	
	
	
	Ability to view Brain Book for all projects in a read-only mode.  (User)

	Organization Explorer
	X
	
	
	
	Ability to add/delete/edit SPO/ALC organizations.  (Admin)

	Organization Administration
	X
	X
	X
	X
	Ability for an organization supervisor to add/delete/edit users in their organization and subordinate organizations.  (2/3/4 Letter Chiefs)

	IPT Explorer
	X
	
	
	
	Ability to add/delete/edit IPTs in the SPO/ALC.  (Admin)

	IPT Administration
	X
	
	
	
	Ability for an IPT lead (or IPT Administrator) to add/delete/edit users in their IPT and subordinate IPTs, add/delete/edit sub-ordinate IPTs, modify people information within those IPTs, and allocate time to those people.  (IPT Leads)

	LHAT Entry
	X
	X
	X
	X
	Ability for an individual to add/delete/edit their LHAT entries.  (User)

	FM Navigator
	X
	
	
	
	Access to the FM Navigator  (User)

	FM CPAS/BQ Summary
	X
	
	
	
	Access to the CPAS/BQ summary screen  (User)

	FM Budget Execution
	X
	
	
	
	Access to Execution Screens (Summary, Init/Commit, Obligation, Expenditures)  (User)

	FM Forecast Baseline
	X
	
	
	
	Authority to baseline a Working Forecast Event  (User)

	FM Forecast Events
	X
	
	
	
	Ability to add/modify/delete Forecast transactions  (User)

	FM Forecast Summary
	X
	
	
	
	Ability to add/modify/delete information on the Forecast Summary Screen  (User)

	FM Project Budget Def.
	X
	
	
	
	Ability to add/modify/delete information on the Project Budget Summary screen  (User)

	FM Project Schedule
	X
	
	
	
	Ability to add/modify/delete information on the Project Schedule screen  (User)

	FM Reconciliation
	X
	
	
	
	Ability to force reconcile an execution document  (User)

	FM Program Budget Def.
	X
	
	
	
	Ability to add/modify/delete information on the Program Budget Summary screen  (User)

	FM Define Program
	X
	
	
	
	Ability to add/modify/delete information on the Define Program Screen  (User)

	FM Program Budget Alloc.
	X
	
	
	
	Ability to add/modify/delete information on the Allocate Budget screen  (User)

	FM Define Project
	X
	
	
	
	Ability to add/modify/delete information on the Define Project Screen  (User)

	FM Program Schedule
	X
	
	
	
	Ability to add/modify/delete information on the Program Schedule screen  (User)

	FM Project Relationships
	X
	
	
	
	Ability to add/modify/delete Project Groups (NH relationships)  (User)

	FM Program Standards
	X
	
	
	
	Ability to add/modify/delete information on the Program Standards screen  (User)

	FM Presentation Workbench
	X
	
	
	
	Access to the Presentation workbench  (User)

	FM Reports
	X
	
	
	
	Access to the Report Workbench  (User)

	OM HR Suspense Explorer
	X
	X
	X
	
	Ability to add/edit suspenses.  (User)

	OM HR Travel Worksheet Explorer
	X
	X
	X
	X
	Ability to add/edit/delete travel worksheets.  (User)

	OM HR Travel Worksheet Supervisor
	X
	
	
	
	Ability for supervisor to view travel worksheets of individuals assigned to his/her supervision.  (Supervisor)

	Change Requests Explorer
	X
	X
	X
	
	Ability for user to add/edit their change requests for CASMIS.  (User)

	FM Contract Definition
	X
	
	
	
	Ability to add/modify/delete a Contract and its transactions  (User)

	Adhoc Reporting
	X
	X
	X
	X
	Ability to use the Adhoc Reporting feature.  (User)

	Out-Processing Explorer
	X
	X
	X
	
	Ability to add/edit out-processing information.  (User)

	Brain Book Extensions Engineering/Contract Change Proposal Form
	X
	
	
	
	Ability to add/delete/edit Engineering Change/Contract Change Proposals (ECPs/CCPs) for the selected program/project.  (User)

	Brain Book Extensions Essential Employment Key Parameter Form
	X
	
	
	
	Ability to edit Essential Employment Key Parameters grades for each month for the selected program/project.  (User)

	Brain Book Extensions FM Schedule Form
	X
	
	
	
	Ability to add/delete/edit individual tasks to build the Presentation schedule and/or to import a Microsoft Project 98 file to build the Presentation schedule.  Additionally gives the ability to view the imported (and filtered) schedule in Microsoft Project.  (User)

	Brain Book Extensions Key Issue Form
	X
	
	
	
	Ability to add/delete/edit program/project Key Issues for the selected program/project.  (User)

	Brain Book Extensions Obligation and Expenditure Summary Report
	X
	X
	
	
	Ability to view obligations and expenditures by selectable FY for the selected project.  (User)

	Brain Book Extensions Overall Status Form
	X
	
	
	
	Ability to edit overall program/project status for each month.  (User)

	Brain Book Extensions Program Managers' Assessment Form
	X
	
	
	
	Ability to edit overall program/project status for each month for the selected program/project.  (User)

	Brain Book Extensions Sustainment Key Parameter Form
	X
	
	
	
	Ability to edit project sustainment key parameters for the selected program/project.  (User)

	Brain Book Extensions Team Membership Form
	X
	
	
	
	Ability to view IPT time of people assigned to the IPT for the past month and for the last 12 months.  (User)

	Brain Book Extensions Research and Development
	X
	
	
	
	Ability to add/delete/edit project performance, cost, schedule and other key parameters for the selected program/project.  (User)

	Brain Book Extensions Maintenance
	X
	
	
	
	Ability to add/delete/edit/archive parameter types in Brain Book Extension screens.  (Admin)


7.5.10 CASMIS User Role Table

All CASMIS users require the User role before they can begin to use CASMIS.  User functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	Brain Book Home
	X
	X
	X
	X
	Ability to add/delete/edit Brain Book document information for the selected program/project.  (User)

	Security Person Explorer
	X
	X
	
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Change Password
	X
	X
	
	
	Ability for an individual user to change their password.  (User)

	Organization Library
	X
	
	
	
	Ability to view Brain Book for all projects in a read-only mode.  (User)

	LHAT Entry
	X
	X
	X
	X
	Ability for an individual to add/delete/edit their LHAT entries.  (User)

	OM HR Suspense Explorer
	X
	X
	X
	
	Ability to add/edit suspenses.  (User)

	OM HR Travel Worksheet Explorer
	X
	X
	X
	X
	Ability to add/edit/delete travel worksheets.  (User)

	Change Requests Explorer
	X
	X
	X
	
	Ability for user to add/edit their change requests for CASMIS.  (User)

	Adhoc Reporting
	X
	X
	X
	X
	Ability to use the Adhoc Reporting feature.  (User)


7.5.11 Non-Processed User Role Table

All incoming personnel require the Non-Processed User role to satisfy their responsibilities.  The Non-Processed User functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	Security Person Explorer
	X 
	X
	
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Change Password
	 X
	X
	
	
	Ability for an individual user to change their password.  (User)

	LHAT Entry
	X 
	X
	X
	X
	Ability for an individual to add/delete/edit their LHAT entries.  (User)


7.5.12 Processed User Role Table

All personnel require the Processed User role to satisfy their responsibilities.  The Processed User functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	Brain Book Setup
	X 
	
	
	
	Ability to add/delete/edit Brain Book chapters, sub-chapters, document types, attribute types, and attribute value lists.  (Admin)

	Brain Book Home
	 X
	
	
	
	Ability to add/delete/edit Brain Book document information for the selected program/project.  (User)

	Security Person Explorer
	X
	X
	
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Change Password
	X
	X
	
	
	Ability for an individual user to change their password.  (User)

	Organization Library
	X
	
	
	
	Ability to view Brain Book for all projects in a read-only mode.  (User)

	Organization Explorer
	 X
	
	
	
	Ability to add/delete/edit SPO/ALC organizations.  (Admin)

	Cost Object Explorer
	X 
	X
	X
	X
	Ability to add/delete/edit cost objects.  (Admin)

	IPT Explorer
	X 
	
	
	
	Ability to add/delete/edit IPTs in the SPO/ALC.  (Admin)

	LHAT Entry
	X
	X
	X
	X
	Ability for an individual to add/delete/edit their LHAT entries.  (User)

	OM HR Suspense Explorer
	X
	X
	X
	
	Ability to add/edit suspenses.  (User)

	OM HR Travel Worksheet Explorer
	X
	X
	X
	X
	Ability to add/edit/delete travel worksheets.  (User)

	Change Requests Explorer
	X
	X
	X
	
	Ability for user to add/edit their change requests for CASMIS.  (User)


7.5.13 Integrated Product Team (IPT) Role Table

All personnel that are members of an IPT require the IPT Member role to satisfy their responsibilities.  The IPT Member functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	Brain Book Home
	X
	X
	X
	X
	Ability to add/delete/edit Brain Book document information for the selected program/project.  (User)

	Security Person Explorer
	X
	X
	
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Change Password
	X
	X
	
	
	Ability for an individual user to change their password.  (User)

	Organization Library
	X
	
	
	
	Ability to view Brain Book for all projects in a read-only mode.  (User)

	LHAT Entry
	X
	X
	X
	
	Ability for an individual to add/delete/edit their LHAT entries.  (User)

	FM Navigator
	X
	
	
	
	Access to the FM Navigator  (User)

	FM Define Program
	X
	
	
	
	Ability to add/modify/delete information on the Define Program Screen  (User)

	FM Define Project
	X
	
	
	
	Ability to add/modify/delete information on the Define Project Screen  (User)

	FM Project Relationships
	X
	
	
	
	Ability to add/modify/delete Project Groups (NH relationships)  (User)

	FM Presentation Workbench
	X
	
	
	
	Access to the Presentation workbench  (User)

	OM HR Suspense Explorer
	X
	X
	X
	
	Ability to add/edit suspenses.  (User)

	OM HR Travel Worksheet Explorer
	X
	X
	X
	X
	Ability to add/edit/delete travel worksheets.  (User)

	Change Requests Explorer
	X
	X
	X
	
	Ability for user to add/edit their change requests for CASMIS.  (User)

	FM Contract Definition
	X
	
	
	
	Ability to add/modify/delete a Contract and its transactions  (User)

	Adhoc Reporting
	X
	X
	X
	X
	Ability to use the Adhoc Reporting feature.  (User)

	Brain Book Extensions Engineering/Contract Change Proposal Form
	X
	
	
	
	Ability to add/delete/edit Engineering Change/Contract Change Proposals (ECPs/CCPs) for the selected program/project.  (User)

	Brain Book Extensions Essential Employment Key Parameter Form
	X
	
	
	
	Ability to edit Essential Employment Key Parameters grades for each month for the selected program/project.  (User)

	Brain Book Extensions FM Schedule Form
	X
	
	
	
	Ability to add/delete/edit individual tasks to build the Presentation schedule and/or to import a Microsoft Project 98 file to build the Presentation schedule.  Additionally gives the ability to view the imported (and filtered) schedule in Microsoft Project.  (User)

	Brain Book Extensions Key Issue Form
	X
	
	
	
	Ability to add/delete/edit program/project Key Issues for the selected program/project.  (User)

	Brain Book Extensions Obligation and Expenditure Summary Report
	X
	X
	
	
	Ability to view obligations and expenditures by selectable FY for the selected project.  (User)

	Brain Book Extensions Overall Status Form
	X
	
	
	
	Ability to edit overall program/project status for each month.  (User)

	Brain Book Extensions Program Managers' Assessment Form
	X
	
	
	
	Ability to edit overall program/project status for each month for the selected program/project.  (User)

	Brain Book Extensions Sustainment Key Parameter Form
	X
	
	
	
	Ability to edit project sustainment key parameters for the selected program/project.  (User)

	Brain Book Extensions Team Membership Form
	X
	
	
	
	Ability to view IPT time of people assigned to the IPT for the past month and for the last 12 months.  (User)

	Brain Book Extensions Research and Development
	X
	
	
	
	Ability to add/delete/edit project performance, cost, schedule and other key parameters for the selected program/project.  (User)


7.5.14 Foreign National Integrated Product Team (IPT) Role Table

All foreign nationals that are members of an IPT require the Foreign National IPT Member role to satisfy their responsibilities.  The Foreign National IPT Member functions are listed below:

	Function
	View
	Update
	Add
	Delete
	Description

	Brain Book Home
	X
	X
	X
	X
	Ability to add/delete/edit Brain Book document information for the selected program/project.  (User)

	Security Person Explorer
	X
	X
	
	
	Ability for an individual user to maintain their own information and view their IPT allocations.  (User)

	Change Password
	X
	X
	
	
	Ability for an individual user to change their password.  (User)

	OM HR Suspense Explorer
	X
	X
	X
	
	Ability to add/edit suspenses.  (User)

	Brain Book Extensions Engineering/Contract Change Proposal Form
	X
	
	
	
	Ability to add/delete/edit Engineering Change/Contract Change Proposals (ECPs/CCPs) for the selected program/project.  (User)

	Brain Book Extensions FM Schedule Form
	X
	
	
	
	Ability to add/delete/edit individual tasks to build the Presentation schedule and/or to import a Microsoft Project 98 file to build the Presentation schedule.  Additionally gives the ability to view the imported (and filtered) schedule in Microsoft Project.  (User)

	Brain Book Extensions Key Issue Form
	X
	
	
	
	Ability to add/delete/edit program/project Key Issues for the selected program/project.  (User)

	Brain Book Extensions Overall Status Form
	X
	
	
	
	Ability to edit overall program/project status for each month.  (User)

	Brain Book Extensions Program Managers' Assessment Form
	X
	
	
	
	Ability to edit overall program/project status for each month for the selected program/project.  (User)

	Brain Book Extensions Sustainment Key Parameter Form
	X
	
	
	
	Ability to edit project sustainment key parameters for the selected program/project.  (User)

	Brain Book Extensions Research and Development
	X
	
	
	
	Ability to add/delete/edit project performance, cost, schedule and other key parameters for the selected program/project.  (User)


7.6 Audit Log 

The Audit Log is a very useful tool for the CASMIS Security Administrator.  The Audit Log allows the Security Administrator to maintain the user history within CASMIS.  Audit Log is viewable only by the Security Administrator located under the Person Information icon in Person Roles. The Security Administrator has the ability to view all user history and purge user history.  The Refresh button brings back all user history information from the dates selected using either the date picker or by typing into the date area.  The Purge button deletes all user history selected on your server only. Once the Purge button is selected it cannot be undone.  The Purge button deletes the user information by the dates chosen and not by the User Transaction type.  Another feature of the Audit log is the ability to export the detail from CASMIS.  This allows the Security Administrator to be able to monitor the use of CASMIS on a regular basis.
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7.7 CASMIS Setup
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The CASMIS Security Administrator is responsible for completing all of the fields in the CASMIS Setup application before users begin accessing CASMIS for the first time.  This application sets the password change frequency, the current fiscal year’s burden rate, annual work hours, and the program name and description.  US Air Force standards require the password change frequency be 90 or fewer days between mandatory changes.  ASC/SY should provide the CASMIS Security or OM Administrator with the current year’s burden rate and annual work hours.  The program name and description will be used for identification purposes only.  A CASMIS Security Administrator function is ensuring that the password frequency is current; however, the CASMIS OM Administrator may also assume responsibility for updating the burden rate, the work hours and program name in subsequent fiscal years.

Confirm deletion to save changes





Right click on the Function in the lower section of the Work Area and select Delete Project Function Assignments from the drop down menu





Select the Function, Project-level, and permissions from the Add Assignments dialog box and select OK to save the assignment





Right Click in the lower part of the Work Area and select Add Project Function Assignments from the drop down menu





Confirm deletion.  Roles deleted in error cannot be restored and must be entered as new Role assignments





Right click on the Role to delete and select Delete Project Role Assignments from the drop down menu





Select the Role and Project for this assignment from the Add Project Role dialog box





Select a user, right click in the upper part of the Work Area, and select Add Project Role Assignments





Function assignments and associated privileges





Role assignments and associated Program and Projects





Delete a Function by selecting the parent Role and Function, right clicking, and selecting Delete Assin Roles from the drop down menu





The Role Name and Function Code may not be changed in the Edit Assignments dialog box





Select the appropriate Permissions for this Function and select OK to save





Select the appropriate Permissions for this Function and select OK to save





Select the appropriate Function from the Function Code drop down list





Warning messages will alert you if a Role has any Functions or if users are still assigned to it.  A role may not have any functions or users associated with it when it is deleted





Right click on the role and select Delete Role from the drop down menu





Select the role you wish to delete from the Tree View in Role Explorer





Make required changes to the Description field and select OK to save changes





Right click on the role you wish to edit and select Edit from the drop down menu to open the Role Dialog Box





Enter a new password in the New Password filed.  Re-type the password in the Confirm Password field and select Reset.  The password Expiration Date will be automatically updated when a password is reset





Right click in the Tree View and select Add Role to open the Role Dialog Box





Enter a Role Name and Description in the Role Dialog Box and select OK to add the new role





Date picker calendar 





Security Admin can sort by a Specific User 





The Refresh, Purge and Export Audit Log buttons 





The lower part of the Work Area shows the Functions associated with the role





The Expire Now button forces users to change their passwords on their next CASMIS login





Enter your old password in the Old Password field, enter a new password in the New Password field and Confirm Password field, and select OK.  The password Expiration Date will be automatically updated when passwords are changed or expired





The upper part of the Work Area shows the name and description of the role that is highlighted in the Tree View











The Tree View shows all of the current CASMIS roles.  The selected role is highlighted and your role is bolded





Click Save when complete 





Enter the program name and description 





Current USAF standards require the password change frequency be 90 or fewer days between mandatory password change.





Enter the current years Burden Rate and Work


Hours/Year Fields 





The IPT Allocation Tab is a view only tab that shows a user’s IPT allocations, if any.  IPT Allocations are made using the IPT Explorer application in HR/Ops





A user can also be Inactivated by unchecking the Active checkbox and selecting the Save button





Select a user in the Tree View and select Mark Inactive from the drop down menu





Complete required fields, marked by an asterisk, confirm the initial Password, and select Save to add a new user





Right click in the Person Explorer Tree View and select Add Person from the drop down menu





Select the user to edit from the Parson Explorer Tree View





Update Person Information by selecting the appropriate filed and entering or selecting new data.  Required fields are marked with an asterisk
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11/15/2001 3:1402PM  KPMG ADMINISTRATOR | CSYW288H701 Application Launch Launched CASMIS Set,
11/15/2001 3:13:42PM  KPMG ADMINISTRATOR  CSY3G27008 Application Launch Launched LHAT Applic
11/15/2001 31226 PM  KPMG ADMINISTRATOR  CSYW288H701 Application Launch Launched CASMIS Set,
11/15/2001 310:24 PM  KPMG ADMINISTRATOR | CSYW/288H701 Application Launch Launched LHAT Applic™
X 1171572001 30338PM  KPMG ADMINISTRATOR  CSYW288H701 Appicstion Launch  Launched LHAT Applc
11/15/2001 3:00:25PM  DISMUKE DAN CSY4027008 Application Launch Launched IPT Explorer
11/15/2001 25357 PM  KPMG ADMINISTRATOR | CSYW288H701 Application Launch Launched LHAT Applic
11/15/2001 25505 PM  KPMG ADMINISTRATOR  CSYBGZ700B Application Launch Launched LHAT Applic
11/15/2001 254:47 PM  KPMG ADMINISTRATOR  CSYBGZ700B Application Launch Launched Person Explc
| November2000 _» |PMINISTRATOR CSYBGZ7O0B System Log Off
MINISTRATOR CSYBGZ7008 Application Launch Launched Person Explc
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